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1. OBIIASA XAPAKTEPUCTHUKA PABOYEM NPOT'PAMMBbI
NPO®ECCHUHOHAJIBHOI'O MO YJIA «IIM.01 Hacrpoiika cereBoii HHQPaCTPYKTypbD)

1.1.

Leapb u niiaHupyemblie pe3y/abTaThl 0CBOEHUsI TPO(ecCHOHATBLHOT0 MOAYJIsSt

B pesynpraTe nzydeHus npoeccHOHANIBHOIO MOIYJS O00ydarouuxcs JOHKEH OCBOUTH
OCHOBHOU BHJ JesiTeibHOCTH HacTpoiika ceTeBoil MHGPACTPYKTYPhl U COOTBETCTBYIOIINE €MY
o011re KOMIIETEHIIUH U MpodeccroHalbHbIE KOMIIETEHIUH:

1.1.1. Ilepevens oOmmx 1<0MHeTeHuI/H7I1

Kon

HanMeHnoBanue o01uxX KOMIETeHIUH

OK 01

Bribupathb criocoObl perieHus 3a1a4d npodeccuoHaIbHOM eI TeTbHOCTH
MIPUMEHUTETBHO K PA3JIMYHBIM KOHTEKCTaM

OK 02

Hcnonb30BaTh COBPEMEHHBIE CPEACTBA OKCKA, aHAIM3a U UHTEPIIPETALuU
uHpopmaluu, ¥ HHGHOPMAIIMOHHBIE TEXHOJIOTUH JIJIs1 BHITIOJIHEHUS 33124
npodecCUOHATLHON IESTEIIbHOCTH

OK 03

[TnanrpoBaTh U pearn30BbIBATH COOCTBEHHOE MPO(HECCHOHATBHOE M IMYHOCTHOE
pa3BUTHE, IPEANPUHUMATENIBCKYIO IEATEILHOCTD B MPo(eccuoHanbHoi chepe,
UCIIOJIb30BaTh 3HAHMS 110 TIPABOBOM U (PMHAHCOBOI rPaMOTHOCTHU B Pa3IMYHBIX
YKM3HCHHBIX CHTYaIHsIX.

OK 04

D¢ dexkTrBHO B3aMMOICHCTBOBATH M pab0TATh B KOJUIGKTUBE H KOMaH/Ie

OK 05

OCYIHGCTBJISITB YCTHYIO U IMCBMCHHYIO KOMMYHHKAIINIO HAa TOCYJAapCTBCHHOM A3bIKC
Poccuiickoit @enepannu ¢ yueToM 0COOEHHOCTEHN COLMATbHOIO U KYJIBTYPHOTO
KOHTCKCTa

OK 06

[IposBIATH IrpakJaHCKO-NATPUOTUUECKYIO TO3ULUIO0, IEMOHCTPUPOBATh OCO3ZHAHHOE
MIOBEJICHUE HA OCHOBE TPAJULIMOHHBIX POCCUHCKUX AYXOBHO-HPAaBCTBEHHbBIX
LIEHHOCTEMN, B TOM YHCJIE C YYETOM rapMOHM3ALNN MEKHAIIMOHAIBHBIX U
MEXPEIUIMO3HbIX OTHOIIEHUH, NPUMEHATh CTaHAAPThl aHTUKOPPYIIMOHHOTO
TIOBEJCHUS

OK 07

CopeiicTBOBaTh COXPAHEHUIO OKPY’KAIOIIEH Cpe/ibl, pecypcocOepeKeHuI0, IPUMEHATh
3HaHUS 00 N3MEHEHUH KIIMMarTa, IPUHIINIIBI OepeXXITUBOrO MPOU3BOJICTBA, IP(HEKTUBHO
JEMCTBOBATh B UPE3BbIUANHBIX CUTYALMSIX

OK 08

Hcnonp3oBatk cpeacTBa GU3NYECKO KyIbTYPhI ISl COXPaHEHHS U YKPETUICHUS
3JI0pOBbsI B TIpoIiecce MPOoQecCHOHATBHON EeSITENFHOCTH U TIOIePKaHMUS
HEO0OXOIMMOTO YPOBHS (DU3NYECKON TTOITOTOBICHHOCTH

OK 09

Ilonw30BaThCA HpO(i)eCCHOHaHBHOﬁ HOKYMeHTaHHeﬁ Ha rocylapCTBECHHOM U
HHOCTPAHHOM SA3bIKax

1.1.2. Tlepedens npoecCHOHAIBHBIX KOMIIETSHIINH

Kon HaumeHnoBaHMe BUIOB JESTETLHOCTH U MPO(EeCCHOHANTBHBIX KOMIETEHIIUN
BA1 HacTtpoiika cereBoit HHPpacTpyKTypbl

I[IK1.1. | JlokyMeHTHpOBaTh COCTOSIHHSI MH(OKOMMYHHUKALIMOHHBIX CUCTEM U UX
COCTABJISIOLIMX B [IPOLIECCE HATIAAKHU U SKCILTyaTallUH.

IIK 1.2 [Monnep>xuBaTh pabOTOCIIOCOOHOCTH alMapaTHO-IIPOrPaMMHBIX CPE/ICTB
yCTPOMCTB HH(POKOMMYHHKALIMOHHBIX CUCTEM.

IK 1.3. VYcTpaHaTh HEUCIIPaBHOCTH B pab0Te HHPOKOMMYHHKAITHOHHBIX CUCTEM.

IIK 1.4. IIpoBoAUTH NPHEMO-CIATOUHBIE UCTIBITAHNS KOMIIBIOTEPHBIX CETEN U CETEBOTO
000pyZI0BaHUS PA3IIMYHOTO YPOBHS M OLIEHKY KaUeCTBa CETEBOM TOMOJIOTUH B
pamKax cBOed OTBETCTBEHHOCTH.

IIK 1.5. Ocy1iecTBIATh pe3epBHOE KOMMPOBAHUE U BOCCTAHOBJIEHUE KOH(PUTypaluu

CCTCBOT'O 060py,[IOBaHI/ISI I/IH(bOpMaI_II/IOHHO-KOMMYHI/IKaI_II/IOHHLIX CUCTCM.




IIK 1.6. OcyiecTBIATh MHBEHTApU3ALMIO TEXHUUECKUX CPEACTB CETEBOU

UHPACTPYKTYPbI, KOHTPOJIb 000PYI0BaHUS [TOCIIE TPOBEIEHHOTO PEMOHTA.

IK 1.7. OcCyIiecTBIATh PerilaMeHTHOE 00CTY)KMUBaHUE U 3aMEHY PACXOIHBIX

MaTepuasoB nepudepuitHoro, CETEBOro U CEpBEpHOro 000py10BaHU
MH()OKOMMYHUKAIIMOHHBIX CHCTEM.

Bianers HaBbIKaMH

- IPOEKTUPOBAHUS APXUTEKTYPHI JIOKAJIbHOM CETH B
COOTBETCTBHUH C ITOCTaBJICHHOH 3a7a4eid;

- YCTAaHOBKH M HACTPOHKHU CETEBBIX IPOTOKOJIOB U CETEBOTO
000pyIOBaHUS B COOTBETCTBUH C KOHKPETHOH 3a1a4eii;

- BBIOOPA TEXHOJIOT MU, HHCTPYMEHTAIBHBIX CPE/ICTB IPU
OpraHMu3aLUy MPOLecca UCCIEJOBaHUS OOBEKTOB CETEBOH
UHPPACTPYKTYPHI;

- obecrieueHns 0€30M1aCHOTO XPaHEHHUS U IIepelaun

UH(OPMALIH B JIOKATBHOH CETH;

- UCTIOJIb30BAHUS CIICIHAIBHOTO TPOTPAMMHOT0 00ECTICUCHHS JUIS
MOJICTTMPOBAHHS, TPOCKTUPOBAHUS U TECTUPOBAHMSI KOMIBIOTEPHBIX
CeTeH.

Ymerh - IPOCKTUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTL CCTCBBIC TOIIOJIOI'NH,
- UCITIOJIB30BAaTh MHOFO(i)YHKI_II/IOHaHBHLIe HpI/I60pBI MOHHTOpPHUHIQ,
IMpOorpaMMHO-aIIapaTHbIC CPCACTBA TCXHUYCCKOI'O KOHTPOJIA JIOKaJbHOM
CCTH.

3HaTh - O6H_II/Ie IIPUHIUIIBI IIOCTPOCHU ceTeﬁ, CCTCBbBIX TOHOHOFHﬁ,

MHorocJoitHo# Mozenu OS], Tpe6oBaHMI K KOMIIBIOTEPHBIM CETSIM;
- QPXUTEKTYpY POTOKOJIOB, CTAaH/IapPTU3ALIUH CETEH, 3TAllOB
MPOEKTUPOBAHUS CETEBOI HHOPACTPYKTYPHI;

- 0a30BbIE MPOTOKOJIbI U TEXHOJIOTHUH JIOKATIbHBIX CETEH;

- IPUHIIUIIBI IOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

- CTaHJ1apThl Kabesnel, OCHOBHBIE BUAbI KOMMYHHUKAIIHOHHBIX
YCTPOMCTB, TEPMUHOB, IOHATUMN, CTAHJAPTOB U TUIIOBBIX
HJIEMEHTOB CTPYKTYPUPOBAaHHOMN KaOeIbHOM CUCTEMBI.

KonngecTBo yacoB, 0OTBOIMMOE Ha OCBOSHHE IPOPECCHOHATHHOTO MOTYJIS
Bceero yacos 542,
B TOM 4HcIie B (hopMe mpakTHueckoi noaroroBku 360 yacos

N3 nux Ha ocBoenne MJIK - 236 yacoB

B TOM YHCJI€ CAMOCTOsTENIbHAs paboTa 6 yacoB MPAKTUKHU, B TOM yHciie yueOHas - 144
yaca npousBojcTBeHHas 108 yacos

[Ipomexyrounas artectanus 0 4acos.




CTPYKTYPA U COAEPKAHUE TPOPECCUHOHAJIBHOI'O MOAYJIA

2.1. Ctpykrypa npogeccCHOHATbHOI0 MOAYJIsA
O06Bem npodeccnoHaIbHOTO MOTYJIS, aK. yac.
B o O6yuenue mo M/IK TIpaxrik
B Tom uncie
Konrr HaumenoBanus B
npodeccruoHan paznenos Bcee bopm I
pom
BHBIX OOIIUX | MPO(ECCHOHANBHOI|  TO, e Bcero JaGoparop R
KOMITETECHITHIH 0 MOZYJIS qa MIPaKT Teopernuec HEIX 1 KypcoBst | Caocro| skyro
C. nye KO€ X paGor ITpousso
- oByuere MPaKTHYeC AT B I —
CHOH. kux sansmuii | (TPOSKTO | enppas | arrec Aas
HOATO B) 5 ast
pabota T
TOB KH
anus
[K1.1-1.7 Pasznen 1.
OK 01-09 KommbrorepHsie 86 36 72 36 36 2 12
cetn
[K1.1-1.7 Paznen 2.
OK 01-09 Opranuzanys,
TIPUHIIUIIBI
IIOCTPOEHUS U 106 36 92 36 36 20 2 12
(YHKIIMOHUPOBAHU
s1 KOMITBIOTEPHBIX
ceren
K 1.1-1.7 Paznen 3.
OK 01-09 be3zonacHocTh 86 36 7 36 36 9 12
KOMITBFOTEPHBIX
ceTen




IK 1.1-1.7
OK 01-09

VuebHas
IpaKTuka (1o
npouITIO
CHEIMAIEHOCTH)

144

IK 1.1-1.7
OK 01-02, OK
05-07, OK 09

IIpousBoxacTBeHHas
MpakTHkKa (1mo
POPUITIO
CHEIMAIEHOCTH ),
4acoB

108

IIpomexyTouHas
aTTecTanus

Bcero:

542




2.2. TemaTuyecKkuii MJIaH U cojiepkaHue npodeccuoHaibLHoro moayJas (IIM)

HaunmeHnoBanmue pa3nesnoB

aapecanusi. MAC- u IP- anpeca. Jloctyn k ynan€ausim pecypcam. 11103 mo ymonuanuio.

3. Ceresble Texnosornun Ethernet

CemeiictBo cereBbix TexHonorui Ethernet. [Ipunuun pa6otst Ethernet. BzaumopelictBue Ha
noaypoBusx LLC u MAC. Ynpasnenue noctynom k cpene nepenaun nanabix (CSMA). MAC-
anpec: uneHtudukanus Ethernet. AtpuOytsl kaapa Ethernet. [lpeacrasnenns MAC-aapecos.
OnHO- ¥ MHOT0AIPECHOH, IIMPOKOBEINATEIBHON pacchliok. CkBo3HOE NokoueHue, MAC- n
IP-anpeca.

[Tporokoun paspernienus anpecoB (ARP): mpuHIHMIBI pabOTHI, POJIb B MPOIECCE YIAICHHOTO
obmena nanHbIMU. Tabmuisl ARP Ha ceteBbIX yeTpoiicTBax. OCHOBHbIE HEIOCTATKU
npotokosia ARP - Harpy3ka Ha cpeny nepenaun JaHHBIX U 0€3011aCHOCTb.

H TeM Oo0bem, akaa. u/ B
Coaep:xanue yueO0HOro MaTepuaJa,
Nnpo(hecCHOHAIBLHOIO TOM 4HcJie B popme
JadopaTopHblie padoThl M IPAKTHYECKHE 3aHATHSA, CAMOCTOSITe/IbHAS ydeOHas1 padoTa .
moayas (IIM), NMPAKTHYECKOM
o0yuarommxcs, KypcoBasi padora (Ipoekr) (eciau NpeaycCMOTPEHbI)
MEKAM CUIIIHHAPHBIX NOATOTOBKH, aKaj 4
kypcos (M/IK)
Pa3jnen 1. KomnbloTepHble ceTn 86
M/K.01.01. KomnbioTepHble ceTH
Tema 1.1 BBenenne B Conep:xanue
ceTeBble TeXHOJIOTHH 1. KomnbrorepHsblie ceTn
Bunapl komnbroTepHbIx ceteil. ['mobasbHble U JIOKanbHbIe ceTH. BUIbl ceTeBBIX apXUTEKTYP.
OcCHOBHBIE KOMIIOHEHTBI CETE€H, CeTeBas CpeAa U CETEeBble YCTPOMCTBA. TEeXHOJIOrUU
noaktoueHus: kK Murepuer. KauecTBo u HazeHOCTh ceTeil. OCHOBHBIC MOHSTHSI CETEBOM
Oe3omacHocTH. TeHieHIuu pa3BUTHS CETEN.
2. CeTeBble POTOKOJIbI M KOMMYHHKALHH
Koauposanue u napamerpsl cooduienus. CereBble MPOTOKOIIbI. B3aumoielicTBiE MPOTOKOJIOB.
Ha6op mpotokosnoB TCP/IP u npouecc o6mMeHa janHbIMH. OpraHu3alyy 1Mo cTaHAapTU3aluu:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBbie moaenu OSI u TCP/IP. Uukancymnsius
nanHbIX. [IpoTokonbhbie 610k aanHbIX (PDU). [locTyn k jokambHBIM pecypcam. CereBast 36




OcHoBHas wH(popmarus o moprax kKommyraropa. Tabmuna MAC-agpecoB KOMMyTaTopa.
Oynkius  Auto-MDIX. ®ukcupoBaHHas ¥ MOIYJIbHas KOH(MUTYpallul KOMMYTAaTOPOB.
CpaBHEHHE KOMMYTAIlMU YPOBHS 2 B YpoBHs. BupryansHbiii uaTepdeiic kommyraropa (SVI),
Mapupytusupyemsiii opt, EtherChannel yposus 3. Kondurypauust MapmipyTuzupyemMoro
1opTa.

4. CeTeBoii ypoBeHb

CereBoil ypoBeHb B Ipoliecce rnepeaaun AaHHbIX. [IpoTokonsbl ceTreBoro ypoBHsA. OCHOBHbBIE
xapaktepuctuku [P-mportokona. Crtpykrypa mnakeroB IPv4 u IPv6. OcobGeHHocTH
peuMyIiecTBa nmporokona Pv6. Meronbl Mapiipytuszanuu y3noB. Tabnuia MapuipyTuzaluuu
y37I0B U MapuipyTusaropa ais npotokosioB IPv4 u IPv6. YcrpoiictBo MapiipyTuszaropa —
[Ipoueccop, mamsTh, omepanuoHHas cucrema. [loakiroueHue K MaplIpyTHU3aTOpy depes
pasnudHbIe MOpThl. HacTpoiika HCXOMHBIX TapaMeTpoB, HHTEPEHCOB, IIUTI03a M0 YMOJIYAHHIO
U IPYTUX XapaKTePUCTHK MapIIpyTH3aTOPa.

5. TpaHcnopTHBIH YPOBEHb

Haznauenwue u 3a1a4u TpaHCIIOPTHOTO YPOBHSL.

MynbTHUILIEKCUPOBaHUE CeaHCOB cBs3U. Onucanue u cpaHeHue nporokonos TCP u UDP —
HAJeKHOCTh U MPOU3BOJUTEIBHOCTh, 00JIACTH TpPUMEHEHUsA. Ajpecanusi TOPTOB U
cermeHTarus TCP u UDP. O6men nanapiMu 1o TCP. TIponieccer TCP cepBepa. YcraHoBiieHne
TCP-coenunenuss u ero 3aBepuieHue. [IpuHIUIBL «TpéxcTopoHHEro pykKomoxatus» TCP.
Hanéxnocts u ynpasnenue norokoMm TCP - IloareepxaeHue noiayyeHusi CErMEHTOB, OTEPS
JAHHBIX U TIOBTOpHAs Tepenaya, ynpasieHue motokoM. OOMeH JaHHBIMU C UCIOJIb30BaHUEM
UDP. Ilpoueccs u 3ampocsl UDP-cepsepa, UDP-nararpammsl, npoueccst UDP-kimenTa.
[Tpunoxenus, ucnoas3yromue UDP u TCP.

6. YpoBeHb NpUJIOKeHHUI

YpoBeHb TNPHIOKEHUH, YypOBEHb NPEJCTABICHUS U CEaHCOBBIH YypoBeHb. [Ipumepsl
pacnpocTpaHeHHBIX MpuiIoKeHUU. [IpoTokosibl ypoBHS HpuiiokeHUd. OJHOPAHTOBBIE CETH
(P2P). Mopens Tuna «kiaueHt-cepBep». O030p nporokonos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenubix uMéH (DNS). ®opmat coobmennii u uepapxuss DNS. Yrtunura
«nslookupy. Cxyx6a DHCP. ITporokon nepenaun ¢aitnos (FTP). [IpoTokon ooMeHa O610kamu
cepBepHbIX coobmieruii (SMB). Konneniun «Bceobsemiromuii Matepuer» BYOD. JlocTaBka
JAHHBIX 110 KOHBEPTEHTHBIM CETSIM.

7. IP-agpecanus




Crpykrypa IPv4-anpecos. CereBas u y3noBas yacthb [P-aapeca. [IpeobpazoBanue aapecon
MEX/1y IBOMUHBIM U JIECATEPUUHBIM IIpeacTaBiaeHuemM. Macka noaceru [Pv4. CereBoii aapec,
aJipec y3ja U NIMPOKOBeIaTeNbHbIN aapec cetu [Pv4. [IpucBoenue y3iny cTaTH4ecKoro u
nuHaMmuueckoro IPv4-anpeca. MuoroanpecHas nepenada. [lyonuunsie u yactueie [Pv4-
aapeca. IPv4-aapeca ciennansHoro HazHaueHus. [IpucBoenue IP-anpecos.

ICMP-cepBuchl. Otnnuus st npotokoiios IPv4. Coobmenust ICMPV4 «3anpoc x
Mapuipytuszaropy», «OObsABIEHHE OT MapUIpyTH3aTOpa», «3alpoc COCEIHEro y3ia» H
«OOBsBIIEHHE COCETHETO Yy3J1a». TeCTUpOBaHUE CETH C TOMOIIBIO 3X0-3apocoB. TpaccupoBka
MapiipyTa. Bpems mpoxoskaeHus curiaia B npsiMmom u ooparHoM HanpasieHusx (RTT). Bpems
xu3nu (TTL) IPv4 u npexen nepexonos IPv4.

8. Pa3znenenue |P-cereii Ha moaceTn

Cermentanus [P-cereii. OOMeH maHHBIMH MeXAy nojceTsMmu. [lnaHupoBanue aapecaru B
nojceTsax. PacueTHeie Gpopmysbl UIsi CerMEHTAIMU CeTH. Pa30neHne Ha MOJCEeTH Ha OCHOBE
TpeOOBaHUM Y3JIOB U CETEil, B COOTBETCTBUU C TpeOoBaHMsAMH ceTell. OnpeneneHue MacKu
nojiceTd. Pa30neHne Ha MOJCETH C HMCIOJIB30BaHMEM MacKu rnepeMeHHou mimuHbl (VLSM).
bazoBass monens u HazHaueHue O0kKOB aapecoB VLSM. IlnanupoBaHue agpecariuu CETH.
Ocobennoctn mpoektupoBanus |Pv6-cern. Pa3Ouenwe Ha MOACETH C HUCIOIB30BAHUEM
uaeHTudukaropa naTEpdeEiica.

9. Co3nanue U HACTPOiiKa HeGONBIIOH KOMIILIOTEPHOIi ceTH

[TnanupoBaHue U co3gaHne HEOOIBLION KOMITBIOTEPHOM CETH: ONIpeeTICHUE KIF0YEBBIX
(akTOpoB, BEIOOP TOMOJIOTUU U CETEBBIX YCTPONCTB, BEIOOP U HACTPOIKA MPOTOKOJIOB,
CUCTEMBI aJipecaliui. Mepsl 1o o0ecrieueHn 0 O€30MaCHOCTH CEeTH. Y I3BUMOCTH U CETEBBIE
ataku. Pa3BenpiBaTenbHble aTaku, ATaku qoctyna, Otkas B o0ciyxuanuu (DoS-atakn).
Pe3epBHOE KonMpoBaHue, 0OOHOBIEHHUE U YyCTAaHOBKA UCIpaBleHUI. MexceTeBble SKpaHBbI.
Ayrtentudukanus, apropuszanus 1 yuét. Brimouenue nporokona SSH.

@ainoBele CUCTEMBl MAapHIPYTHU3aTOPOB M KOMMYTAaTOpPOB. Pe3epBHOE KONHpOBaHUE H
BOCCTAQHOBJICHHE C TOMOIIbI0 TEKCTOBBIX (aitnoB, mpotokona TFTP, USB-nakonurens.
Bcerpoennbsie  cimyx0b1  Mapmipytusanuu.  [lommepkka OecrpoOBOIHBIX — MOJIKITFOUCHHM.
Hacrpoiika BCTpOEHHOI0 MapLIpyTHU3aTopa.

B ToM 4uc/Ie npakTHYECKUX 3aHATHI U JIA0OPATOPHBIX PadoT

IMpakTuueckoe 3auaTue 1. [IpocMotp cereBoro Tpaduka ¢ momoinsio nporpammsl Wireshark.




IpakTuyeckoe 3ausaTue 2. M3yuenue Ethernet-texuomnoruii:

IIpocmoTp MAC-azpecoB ceTeBbIX YCTPOMCTB;

W3zyuenue kaapos Ethernet ¢ momorsro mporpammer Wireshark;

ITpocmotp ARP ¢ momoinbto nporpammer Wireshark, uarepdeiicoB KoMaHIHOW CTPOKH

Hcnons3oBanue naTepdeiica KomaHAHOU CTPOKH ¢ Tabmuiiamu MAC-anpecoB KOMMyTaTopa.

I[IpakTuyeckoe 3anatue 3. [loaxiIroueHne KOMIBIOTEPOB K CETH C MOMOINBIO Kabenel u
OeCIPOBOTHBIX aJIANITEPOB:

OmnpeneneHne ceTeBbIX yCTPOUCTB M KAHAJIOB CBSI3H,

OO6XXHM ceTeBOro Kabes;

[TpocMOTp aHHBIX O OECIIPOBOIHBIX M IIPOBOIHBIX CETEBBIX aanTepax.

IIpakTuyeckoe 3ansitue 4. M3yuenre TpaHCIOPTHOTO YPOBHSI:
HaGurotenue 3a mporieccoM TpEXCTOpOHHETO «pykomnoxkaTus» TCP ¢ moMonipo mporpaMmel

N3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomousto nporpamMmbl

N3yuenue 3axBadeHHbiX aketoB FTP u TFTP ¢ momorikio nporpammsr Wireshark.

IIpakTuyeckoe 3ansitue 5. Cermenranus |P-cereii:

N3ydenne KalbKyIsaTOPOB MOACETEN;

Pacuér moncereii IPv4;

Paznenenue cereil ¢ pa3IMYHBIMU TOMOJOTUSIMH HA MOJCETH;

Pa3paboTka u BHeIpeHHEe CXEeMBI afjpecaliuy, pa3aenéHHoi Ha nojacetu Ipv4-ceru;
Pazpabotka u BHeApeHue cxemsbl ajipecanuu VLSM.

IIpakTnueckoe 3ansaTHe 6. [loctpoenue cetu:

ITpocmoTp TabnuI MapUIpyTHU3aLUU Y3JI0B;

N3yuenne Gpu3NIecKUX XapaKTepPUCTHK MapIIpyTH3aTopa;
Co3pnanue ceTu, COCTOSIIEH U3 KOMMYTaTopa U MapIIpyTU3aTopa;
Hacrpoiika OCHOBHBIX ITapaMeTPOB KOMMYTAaTOPa;

Hacrtpoliika OCHOBHBIX ITapaMeTPOB MapIIpyTU3ATOPA.

36

IIpumepHasi TeMaTHKa caMOCTOSITeIbHON yueOHOl padoThl npyu u3yyenuu pasnena 1 KomnsrorepHsle cetu

1. CucremaTnueckasi npopabOTKa KOHCIIEKTOB 3aHATUH, y4eOHOM U CIIeUaIbHON TEXHUUECKON JIUTepaTyphl.

2. KoHCcrnieKTHpOBaHME TEKCTa, paboTa co CIOBApsSMHU U CIIPABOYHUKAMH, 03HAKOMIJICHHE C HOPMATUBHBIMHU IOKYMEHTAMH,
yueOHO-HCCIIeIoBaTeNNbCKas paboTa MpU caMOM HMIMPOKOM Hcrosib3oBaHuK MHTepHeta u npyrux IT-rexHonoruii.
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3. IlpoexTHbIE GOpMBI pabOTHI, TOATOTOBKA COOOILIECHHI K BRICTYIICHUIO HA CEMUHApax U KOH(PEpeHIUIX; MOATOTOBKA

pedeparoB, TOKIAI0B.

4, HOI[]"OTOBK& K J'Ia60paTOpHBIM U IIPAKTUYCCKUM pa60TaM C UCIIOJIB30BAHHUEM METOJHNYCCKHUX peKOMCHI[aHI/Iﬁ

IIpero1aBaTels,
oopmienne 1abopaTOPHO-NIPAKTHUECKUX PadOT, OTYETOB M OJATOTOBKA K UX 3aIUTE.
IIpome:xxyTouHasi aTTecTaNMs 12
Pazgen 2. Opranu3auus, NPUHIUIBI NOCTPOEHUS U (PYHKIMOHNPOBAHNUS KOMIIbIOTEPHBIX ceTeil 106
M/JAK.01.02. Opranu3auusi, IPUHUUNBI NOCTPOeHHUSI U PYHKIMOHHMPOBAHUS KOMIbLIOTEPHBIX ceTeil
Tema 2.1. Copnep:xanue
MapumpyTuzauus u 1. Beenenne B MaciiradupoBaHue ceTei
KOMMYTalusl. Peanuzanus npoekra cetu. [Ipoekt nepapxuueckoii cetu. Pactmmpenne cetu. Beioop ceTeBbix
MacurrabupoBanue cereii ycrpoiictB. KommyTtanmonHoe o6opynoBanue. MapuipyTu3atopsl. Y paBisioliie

YCTPOWCTBA.

2. U36b1TOuHOCTH LAN

[MousTus npotokosa spanning-tree. [peanaznauenue mporokoia spanning-tree. [puniwmn

pabotel STP. Tunsl npotokonoB STP. Hactpoiika npotokona STP. Hactpoiika PVST+.

Hacrpoiika Rapid PVST+. IIpo6iemsr HacTpoiiku STP.

3. ArperupoBanue KaHaJI0B

OcHOBHBIE IOHATHSA arperupoBaHus KaHAIOB. ArpernpoBanue kanajioB. [Ipunammn paboTsl

EtherChannel. Hactpoiika arperupoBanus kaHainos. Hactpoiika EtherChannel. IIposepka,

MIOMCK M yCTpaHeHue Henona ok B pabore EtherChannel

4. BecnipoBO/JHbBIE JIOKAJIbHBIE CETH 18

Konuenmuu 6ecripoBoiHOM cBsi3u. BBenenne B 6ecripoBoHYIO CBsA3b. KOMIIOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. ITpunuuns! paboTsl 6€crIpoBOIHOM JTIOKAIBHOM
cetu. CtpykTypa kajapa 802.11. dyHkimoHupoBanue 6€CIpoBOIHOM CBS3HU. YIPaBIICHHE
kaHanamu. be3onacHOCTh GeCTIpOBOAHBIX JIOKAIbHBIX ceTell. Yrpo3sl ais cereit WLAN.
Ob6ecneuenne 6ezonacHoctu WLAN. Hactpoiika OecripoBOAHBIX JIOKAIbHBIX CETEH.
Hacrpoiika GecipoBogHoro mapuipyrusaropa. Hactpoiika 6ecipoBoaHbIX KineHTOB. [Tonck u
yCTpaHEeHHE HemoJaaok B padbore ceteit WLAN.

5. Hactpoiika u yctrpanenue Henosagok B padore OSPF nJs1 onHoii ob6s1actu
Pacmmpennsie mapametpsl mpotokona OSPF st ogHO# 00macti. MapmipyTu3anmst Ha
ypoBHSX pacnpenenenus u siapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JJOCTYIIOM.
PacnipocTpanenune mapiipyra rmo ymoadanuto. Tounas HacTpoiika naTepdeiicoB OSPF.
3amurta OSPF. Ycrpanenue Henonaaok peanusaiuu nmporokona OSPF mist omqHoM oOmacTw.

=

=




Cocrapmsroniue mporeaypsl MOMcKa | yCTpaHeHHs Henoanok B padore OSPF mis onHoi
obmnactu. [louck u ycrpanenue Hernonanaok B Mapumpyruzanun OSPFV2 niis ognoit o6nactu.
[Touck u ycrpanenue Henonaaok B OSPFV3 st ogHoit obnactu

6. OSPF ny1s1 HecKko0JIbKHX o0J1acTei

[Tpunnun paboter OSPF mis Heckonbkux obnacteit. Haznauenune OSPF it HeCKobKHX
obmnacreid. [Tpunnun padoter maketoB LSA B OSPF mis Heckonbkux obnacteit. Tabmuma
MapmipyTusanuu 1 Tunsl MmapupyroB OSPF. Hactpoitka OSPF st Heckonbkux obsacTei.
Hacrpoiika OSPF mist Heckonmbkux obnacteit. Ooweauaenne mapipyroB OSPF. ITposepka
OSPF 11 HeckonbKux o0acTeil.

B ToM 4uc/Ie NpaKTHYECKUX 3aHATHI U JIa0OPAaTOPHBIX PadoT

IIpakTuyeckoe 3ansitue 1. PazsepThiBaHnE KOMMYTHPYEMON CETH C pE3€PBHBIMU KaHAJIaMHU.

Ipakruyeckoe 3ausaTue 2. Hacrpoiika PVST, PortFast 1 BPDU Guard

IIpakTnyeckoe 3auaTue 3. OnpeaeneHne THIOBBIX OMNO0K KoHpurypauuu STP

IIpakruueckoe 3ausaTue 4. Hactpoiika EtherChannel

IIpakTu4yeckoe 3aHsiTHE 5. ATpErupOBaHNE KaHAJIOB

IIpakTuyeckoe 3ansitue 6. Hactpoiika 6ecripoBoJHOT0 MapmIpyTU3aTopa M KIIMEHTA

IIpakTuyeckoe 3ausitue 7. Hactpoitka OSPFV2 mist oqHO#M 06sacTi

IIpakTnyeckoe 3ausaTue 8. Hactpoiika OSPFV2 B ceTi MHOKECTBEHHOTO JOCTYIIA

IIpakTnueckoe 3anaTue 9. Hactpoiika OSPFV2 nis Heckonbkux obnacTen

IIpakTnueckoe 3ansaTue 10. Hactpoiika OSPFV3 11 HecKonbKHUX obacTeit

18

Tema 2.2. Coenunenmne
cere

Conep:xkanue

1. Hoak104eHue K IJ100aJbHOM ceTH

00630p TexHosorui rinodansHoi cetu. Llens co3panus rmodanbHbIX ceTell. [Ipunnun padboTsl
rino0anbHOM cet. BbiOop TexHomornu rnobansHoi cetu. CepBUCH INT00ANBHOM CeTH.
NHuppacTpykTyphl 4acTHBIX 100aNbHBIX ceTell. MHGpacTpykTypa 0011e10CTyITHOM
rio0anbHOM ceTH. Bbi0op cepBUCOB r100aIbHON CETH.

2. CoelMHEHUE «TOUYKA-TOUYKA»

O0630p NOCIe0BATENLHOTO COETUHEHNS «TOUKa-TOUKa». CBsI3b M0 MOCIIEA0BATEILHOMY
kanany. Mukancynsauus HDLC. Tlpunnun padots! npotokona PPP. Ilpenmyiectra
npotokona PPP. LCP u NCP. Ceancel PPP. Hactpoiika nporokona PPP. Hactpoiika
npotokosia PPP. Ayrentudukanus PPP. Otnaaka coenunennit WAN. Otnaaka PPP.

3. PenieHusi MIMPOKOMOJIOCHOTO 1OCTYNA

18

12
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pabotHukoB. CpaBHEHHE pelIeHUH MHUPOKOIOIocHOro noctyna. Kadens. DSL.
BecnipoBo1HBIE IIMPOKOMIOIOCHBIE CETH. BBIOODP penieHnid UpPOKOIIOIOCHOTO OCTYIIA.
Hacrpoiika nogkmouenuii xXDSL. O630p PPPoE. Hactpoiika PPPoE.

Y nanéunas padota. [Ipeumyiectsa ynanéunoi padbotsl. busnec-rpedboBanus 111 yanéHHbBIX

4. 3ammTa Me;kGUINAIBHON CBI3H

Cetu VPN. Ocnossl cereit VPN. Tunsi cereit VPN. Tynnenn GRE mexny o0bekramu.
OcnoBel GRE. Hacrpoiika tynneneit GRE. O6mue cBenenns o6 IPsec. 3amura npotokosna
noctyna. Cetn VPN ynanéHHoro gocryna ¢ ucnoJib3oBanueM [Psec.

B ToM 4uc/Ie NpaKTHYECKUX 3aHATHI U JIa0OPAaTOPHBIX PadoT

IIpakTuyeckoe 3ansitue 1. Hactpoiika 6azoBoro PPP ¢ ayrentudukanueit

noaxiroyenus DSL

IIpakTuyeckoe 3ansitue 2. Hactpoiika mapuipytuszaropa B kadectBe kiueHta PPPOE mms

IIpakTuyeckoe 3ansitue 3. Hacrpoiika tynnens VPN GRE no cxeme «rouka-Touka

IMpakTuueckoe 3ansitue 4. Hacrpoiika Syslog u NTP

IIpakTHyeckoe 3ansiTHe 5. Pa3paboTka JOKyMEHTAU

18

KypcoBoii npoexr (padora)

TemaTuka KypcoBBIX POEKTOB (padoT)
1. MapuipyTu3anus 1 KOMMYTaIHsl B KOPIIOPATUBHBIX CETSX.
2. Hactpoiika u ycTpanenue Heronaaok B padote OSPF mist ogHO# o0macTw.
3. HccnenoBanue 1 aHaiau3 O6eCIpOBOIHBIX JIOKAJBHBIX CETEH.

4. Hacrpolika arperupoBanus kaHainoB. Hactpoiika, mpoBepka, MOMCK U yCTpaHeHHE Hemonaaok B pabote EtherChannel.

5. 3ammTa MeX(QUIMATEHON CBS3H.

20

I[IpuMepHasi TeMaTHKA CAMOCTOATEIbHOI Y4eOHO# padoThI MpH U3y4eHnHu pasnaena 2 Opranu3aliys, TPUHIHITE]
MOCTPOCHUS U QYHKITHOHUPOBAHUSI KOMITBIOTEPHBIX CeTel

1. CucremaTtnueckas npopaboTKa KOHCIIEKTOB 3aHIATUN, y4€OHOU U CHIEIIMaJIbHOM TEXHUYECKOU JTUTEpaTyphl.

2. KoHcniekTHpoBaHUeE TeKCTa, paboTa co CI0BapsMHU U CIIPABOYHUKAMHU, 03HAKOMJIEHHE ¢ HOPMAaTHUBHBIMH JIOKYMEHTaMH,
ydaeOHO-HuccenoBarenbckas padoTa mpu caMoOM IITUPOKOM HCTIONb30BaHuM MHTepHETa 1 apyrux [T-TexHomornid.

3. IlpoexTHbIe GOpMBI pabOTHI, HOATOTOBKA COOOIEHHUH K BHICTYIUIEHHIO HA CEMHHApax U KOH(EpPEeHLUIX; MOAr0TOBKA
pedepaToB, TOKIAI0B.

4. IToaroToBka K J1aOOpaTOPHBIM U MMPAKTHYECKUM padOTaM C UCTIOJIb30BaHUEM METOIMYECKUX PEKOMEH 1Al
nperoiaBaTers,

odopmiieHre 1ab0paTOPHO-NPAKTUYECKUX PabOT, OTYETOB U IOJATOTOBKA K UX 3aIlIUTE.

13
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IIpomeskyTouHast aTTecTaUMS

12

Paznen 3. Be3onacHOCTh KOMIIBIOTEPHBIX ceTell

MJK.01.03. be3onacHOCTh KOMIbIOTEPHBIX ceTeil

86

Tema 3.2. be3omacHocTh
KOMIIBIOTEPHBIX CETEN

Conep:xkanue

1. ®ynnamMenTaIbHBIC IPUHIMIIBI 0€3011ACHOI ceTH
CoBpeMeHHbIe YTPO3bl CETeBOM Oe30MacHOCTU. BUpychl, uepBU U TPOSTHCKUE KOHU. MeTo1bI
aTax.

2. bezonacHocTh CeTeBbIX YCTPOHCTB

be3onacHslii focTyn K ycrpoiictBaM. HazHaueHne aqMUHUCTPATUBHBIX poJieii. MOHUTOPHHT 1
ynpasiieHue ycrporictBamu. Mcronb3oBanye pyHKIMS aBTOMAaTU3UPOBAHHON HACTPONKU
0€30MacHOCTH.

3. ABTOpU3anus, ayTeHTH(PUKAUUA U ydeT JocTyna (AAA)
CaoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA

4. Peanu3anus TexHo10ruii 6panamayipa
ACL. Texnosorus 6panamayspa. Kontekcthsiii koHTpouib goctyna (CBAC). [Toautnku
OpaHIMay’pa OCHOBAHHBIC Ha 30HAX.

5. Peasiu3anus TeXHOJIOT Ui MPe10TBPAllleHUS] BTOPKEHU S
IPS texnomnoruu. IPS curnatypsl. Peanmmzanus IPS. TIpoBepka u monuropunr IPS

6. bezonacHoCTh JIOKAJBLHO¥ ceTH

ObecrnieueHne 6€30MaCHOCTH MOJIB30BATENbCKUX KOMIIBIOTEPOB. CooOpaskeHus mo
6e3omacHocTH BToporo yposHs (Layer-2). Konguryparus 6€30macHOCTH BTOPOTO YPOBHSI.
bezonacnocth OecripoBoanbIX ceteit, VoIP.

7. Kpunrorpadguyeckue cucremMbl
Kpunrorpaduueckue cepBucel. bazoBas 11e10CTHOCTh U @yTEHTUYHOCTb.
KondunenmanbHocts. Kpunrorpadus oTKpbITEIX KITIOUEH.

8. Ynpasiienue 6e30NacHOIi ceTbI0

[TpuHtIMTIEI 6€30MaCHOCTH CETEBOTO au3aitHa. be3onacHas apxuTekTypa. YpaBieHue
nporeccaMu U 6e3onacHocTb. TecTupoBaHue ceTH Ha ysa3BUMOCTU. HempeprIBHOCTH OM3HEca,
IJIJAHUPOBAHUE BOCCTAHOBIJICHHS aBapUIHBIX cUTyanuil. JKM3HEHHBIN UKII CETH U
iaHupoBaHue. PazpaboTka periaaMeHTOB KOMITAHUHU U MOJIUTHUK O€30MaCHOCTH.

36

B TOM 4Mc/Ie IPAaKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

IIpakTuueckoe 3ansitue 1. MccnenoBanue ceTeBbIX aTak U UHCTPYMEHTOB MTPOBEPKHU 3aIIUTHI
CeTH

36
14




IIpakTuyeckoe 3ansaTue 2. Hactpoiika 6€30macHOro JOCTyIma K MapiuIpyTH3aTopy

IIpakTuyeckoe 3ansatue 3. OOecreueHne agMUHHCTpaTtuBHOrO goctyna AAA u cepsepa

IIpakTuyeckoe 3ansitue 4. Hactpoiika monutuku 6€30macHOCTH OpaHaMay3poB

IIpakTuyeckoe 3ansaTue 5. Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTOpax

IIpakTuyeckoe 3ansitue 6. McciaenoBanue MeTo10B MK(POBAHUS

IpakTuueckoe 3ansitue 7. Hacrpoiika Site-to-Site VPN

IIpakTuueckoe 3ansiTue 8. uHabHASI KOMIUIEKCHAs JIabopaTopHas paboTa 1mo 0e30MmacHOCTH

IIpuMepHas TeMaTHKA CAMOCTOSITe/IbHOM y4eOHO0i padoThl NpU H3yYeHUuH pa3zena 3 be3ornacHoCTh KOMIBIOTEPHBIX
ceren

1. CucremaTtnueckas npopabOTKa KOHCIIEKTOB 3aHATUH, ydeOHON U CrIeUaIbHOW TEXHUYECKOM JIUTEepaTyphl.

2. KoHCnieKTHpOBaHME TEKCTa, paboTa co CIIOBapsSMU U CIIPABOYHUKAMH, O3HAKOMIJICHHE C HOPMATUBHBIMHU JIOKYMEHTAMH,
yueOHO-HCClIeI0BaTeNIbCKas paboTa MpU caMOM IIMPOKOM Hcrosib3oBaHuM MHTepHeTa u npyrux IT-rexnonoruii.

3. IlpoexTHbIE GOpMBI pabOTHI, TOATOTOBKA COOOIIEHHUH K BHICTYIUICHUIO HA CEMHHAPAX U KOH()EPEHIUIX; TOATOTOBKA
pedeparoB, 10KJIAI0B.

4. IToaroToBka K J1a0OpaTOPHBIM U MMPAKTHUECKUM PabOTaM C UCTIOIH30BAHUEM METOINYECKIX PEKOMEHJANN
IIPENoIaBaTes,

oopmieHne 1abopaTOPHO-NIPAKTHUECKUX PAaOOT, OTUETOB M OJATOTOBKA K MX 3alUTE.

HpOMe)KyTO‘IHaﬂ aTrecranus

12

YueOHasi npaKkTHKA

Buas1 pator

1. yyacTrie B IpOEKTUPOBAHUU CETEBON MH(PPACTPYKTYpHI;

2. y4acTue B OpraHU3alluu CETEBOTO aIMHHUCTPUPOBAHHS,

HKCIUTyaTalusi 0ObEKTOB CeTeBON MH(PPACTPYKTYPHI,

4. ygacTue B yIpaBJICHUU CETEBBIMU CEPBUCAMU;

5. yyacTue B MOJICpPHU3AIIUH CETEBOI HHPPACTPYKTYPHI;

6. BBIOOD JaHHBIX JUIS aHAJIM3a UCTIONB30BaHUS U (PYHKIIMOHUPOBAHHS IIPOTPAMMHO-TEXHUIECKUX CPEICTB KOMITBIOTEPHBIX
ceTel;

7. obecnieueHre ceTeBoi 0€30aCHOCTH.

144

15




IIpousBoaCTBEHHAs] MPAKTHKA

Buasbi pator

1. yuactue B pa3paboTKe METOI0B, CPEACTB M TEXHOJIOI'MH IPUMEHEHUSI 00BbEKTOB IPOPECCHOHATIBHOM JeATEIbHOCTH;
2. IpoBeieHHEe MPOPHUIAKTHUECKUX PA0OT HAa 0OBEKTaX CETEeBOM MHPPACTPYKTYPHI U pab0OUnX CTAHIIHIX;

3. yuacTue B MHBEHTapU3allM1 TEXHUYECKUX CPEJICTB CETEBOM HH(PPACTPYKTYpHI, OCYIIECTBIECHUE KOHTPOJS, MOCTYIHBIIETO
u3

108
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3. YCJOBUSA PEAJIN3ALINU TPOPECCUOHAJIBHOI'O MOAYJISA

3.1. lns  peanuzanuu mOporpammbl  MPO(EeCcCHOHAIBHOTO MOIYJS  JIOJDKHBI  OBIThH
IIPEYyCMOTPEHBI CIEAYIOIINE CIEIMAIBHbIE TOMELLEHUS:

VYuebnslit kinacc 11

JlexunoHHas.

CTOJ menarora — 1 mir.

CTyn nenarora 1 mr.

napra yueHudeckast — 26 Ir.

CTYJ1 YYCHUYECKUM — 26 IIT.

mkad 71 XpaHeHus y4eOHbIX TocoOuit — 1 1mT.

JI0CKa MarHUTHO-MapkepHas — 1 wmr.

[Tpoextop — 1 .

Hoytoyk (ASUS  Vivobook Go (E1504FA-BQ658) (FHD/IPS) Ryzen 3

7320U/8192/SSD 256/UMA/DOS/GREEN) — 1 mir.

Y4eOnblit ki1acc 6

Jlaboparopus «MaTemaTHuecKux JUCHMIUIUHY», «lIpoexkTupoBanue 0a3 JaHHBIX»,

«Hampasnstromux — cuctem», «MHpopManmoHHbIX TexHONOrui», «CTaHgapTuianus,

cepTuduKamsi U TEXHUYECKOE JOKyMEeHToBeleHue», «HkKeHepHOl KOMIBIOTEPHON

rpadukmny, «OCHOB TeIeKOMMYHHKaAIU», «MOHTaXa U HAaCTPOWKH OOBEKTOB CETEBOM

UH(PACTPYKTYPHI», Hactpoiiku cereBoit  uH(pacTpykTypbl», «PeMoHTa U

00CITyKMBaHUS YCTPOHUCTB MHHOKOMMYHHUKAIIMOHHBIX CUCTEM)

cToJ mejarora — 1 mr.

cryn neparora 1 mr.

napra yueHudeckas — 8 IiT.

CTyJ YYEHUYECKHH — & IIT.

mkad s XpaHeHus: y4eOHbIX TocoOuit — 1 1miT.

JIOCKa MarHUTHO-MapKepHas — 1 1mT.

Hoytoyku (ASUS Vivobook Go (E1504FA-BQ658) (FHD/IPS) Ryzen 3

73200/8192/SSD 256/UMA/DOS/GREEN) 9 .

MYJBTUMEAUMHBIN poeKTop — 1 mIT.

MYJbTUMEAUMHBIN 3KpaH— | mmIT.

na3epHas ykazka— | mr.

JleMOHCTpallMOHHBIE ~ y4yeOHO-HArJsgHble  MOCOOMs,  ONEPAallMOHHBIE  CHCTEMBI,

MHTErpUPOBAaHHBIE Cpeibl pa3paboTKU, TEKCTOBBIE PEAAKTOPHI, rpapuueckue peaakTophl,

CpEICTBa MOJICIMPOBAHUS W ApPYrue MPHIIOKEHHs, TUIOBOW COCTAaB A MOHTaXa M

HaJIaJIKU KOMIIBIOTEPHOU CETH

[TporpammHuoe obecnieueHue: onepamnronHas cucreMa Windows, maketr Microsoft

Office, AatuBupyc Kacnepckoro, Dr.Web, Komnac

3.2. UndpopmanmoHHOe obecrieueHne peaan3aliy MpoTrpaMMEbI

Jia peanu3zauuu nporpaMMmbl OMOIMOTEYHBIH (OHA 00pa30BaTENbHON OpraHU3aINH
JIOJKEH UMETh IeYaTHbIe U/ 3JIEKTPOHHbIE 00pa3oBaTeIbHble 1 HHPOPMAIIMOHHBIE PECYPCHI,
JUTSL KCTIOJIb30BaHMs B 0Opa3zoBaTesibHOM mporiecce. [Ipu dopmupoBanuu oubnuoreunoro ¢ponaa
00pa3oBaTeNbHOW OpraHu3allMi BHIOMPAETCS HE MEHEE OJHOTr0 M3/JaHus M3 IepeYUCICHHBIX
HUKE TEeYaTHBIX U3JaHUM M (WJIM) 2JIEKTPOHHBIX W3/IaHUN B KaueCTBE OCHOBHOIO, MPH 3TOM
CIHMCOK MOXeET OBITh IOTIOJIHEH HOBBIMU M3IaHUSMH.
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CononeBny, A. B. Komnbrorepusie cetn: yueOHuk / A. B. ComoneBnd. — MUuHCK:
PUIIO, 2021. — 208 c. — ISBN 978-985-7253-43-2. — Tekct aiiekTpoHHBIH // JlaHb:
aNeKTpOHHO-OMbIoTeynas cucrema. — URL: https://e.lanbook.com/book/194950



2. bapunoB, B. B., bapunoB, WU. B., Ilponerapckuii, A. B., Ilpubkun, A. H.
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https://www.academia-

3. VYmakoB, U. A., KpacoB, A.B., CasunoB, H. B. Opranuzamnus, TpUHIIHITBI
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W3narenbckuil HEHTP
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3.2.2. OcHOBHBbIE JIEKTPOHHbIE U3IaAHUS

1. Hemunos, JI. H. OcHOBBI 3KCIUTyaTallii KOMIBIOTEpPHBIX cereit: yueOnuk / JI. H.
HemunoB. — aMocksa: I[Ipomereir, 2019. — 798 c. — ISBN 978-5-907100-01-5. — Tekcr:
DIIEKTPOHHBIN I Jlanb: 3NIEKTPOHHO-OMOIMOTeUHAS cucTema. — URL:
https://e.lanbook.com/book/121495...

4. KOHTPOJIb n OIEHKA PE3YJIbTATOB OCBOEHUA
MPO®ECCHUOHAJIBHOI'O MOAYJIA



Kox n vammenoanue I1K u
OK, popmupyemsix B
paMKax MOJTyJIs

Kputepuu onienku

MeTtonab!l orieHKH

[IK 1.1. JoxkymMeHTHpOBAaTH
COCTOSIHUSI
MH(GOKOMMYHHKALMOHHBIX
CHUCTEM U UX COCTABJISIIOLIUX
B [IPOLIECCE HATIAIKU U
9KCIUTyaTaluu

[1K 1.2. TTognep>xuBathb
paboToCIIOCOOHOCTH
anmapaTHO-MIPOrPAMMHBIX
CPE/ICTB YCTPOUCTB
MH(POKOMMYHUKAITMOHHBIX
CHCTEM

IIK 1.3. Ycrpansats
HEUCIIPABHOCTH B paboTe
MH(POKOMMYHUKAIIMOHHBIX
CHCTEM

[IK 1.4. ITpoBonuTh
MIPUEMO-CAATOYHBIE
WCTIBITaHUSI KOMITBIOTEPHBIX
CeTei U CETeBOro
000pyIOBaHUS PA3ITMYHOTO
YPOBHS U OLIEHKY KayecTBa
CETEBOM TOIIOJIOTUH B
paMKax cBOeH
OTBETCTBEHHOCTH

[IK 1.5. OcymiecTBisiTh
pe3epBHOE KOMTMPOBAHHE H
BOCCTAHOBJICHHE
KOH(UTypalu ceTeBoro
000opyI0BaHUs
nH(pOpMaIMOHHO-
KOMMYHHKAIIMOHHBIX
CHCTEM.

I1K 1.6. OcymecTBnaTh
WHBEHTApHU3AIINIO
TEXHUYECKHUX CPEJICTB
ceTeBOi HH(PPACTPYKTYpHI,
KOHTPOJIb 000PY10BaHHS
MOCJIE TIPOBEICHHOTO
pEMOHTa

[IK 1.7. OcymiecTBasTh
peryiaMeHTHOe
o0cCiTyKMBaHUE U 3aMEHY
PacxXoHBIX MaTepHAaJIOB
nepudepuitHoro, CETEBOro U

Onpenenenue
npodeccCHoHALHOM 331291
Y 3TaIlOB €€ BBITIOJHCHUS

D¢ heKTUBHBII TOUCK
uHGOPMAIIUH [Tl PEIICHHS
npoeCCHOHATBLHOM 3a/1a91

Omnpenenenue pecypcos Ajis
pelieHus
npodeccuoHanbHOM 3a1aun

O1eHKa «OTIUYHOY -
TEXHHYECKOE 3aaHNE
MIPOAHATM3UPOBAHO,
aJIrOpuTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJ[aHUI0 U
0¢hOpMIIEH B COOTBETCTBUU
CO CTaHJapPTaMH, TOSICHCHBI
€ro OCHOBHBIC CTPYKTYPHI.

OneHka «xoporuoy -
ITOPUTM pa3paboTaH,

0 OpMIIEH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 3aaHUIO,
MOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBI.

Orenka

«YAOBIETBOPUTENBHOY» -
aITOpPUTM pa3paboTaH H
COOTBETCTBYET 33JJaHUIO.

DK3aMmeH/3aueT B Gopme
cobeceioBaHus:
NPaKTUYECKOE 3a/IaHUE IO
MIOCTPOCHHUIO AJIITOPUTMA B
COOTBETCTBUH C
TEXHUYECKHUM 33JaHHEM

DKCnepTHOE HAOII0ACHUE 1
OIICHKa Ha J1a00paTOPHO -
MPAKTUYECKHUX 3aHITUSX, TIPU
BBITTOJIHEHUH PadOT 110
y4ueOHOM 1
MPOM3BOICTBCHHOM
MPAKTUKAM

3amura OTYETOB M0
NPAaKTUYCCKUM U
n1abopaTopHBIM paboTam

HHTepnperanus pe3yapTaToB
HaOJIIOeHUil 3a
JIeSATEIIbHOCTBIO
oOydarolierocss B IpoLecce
OCBOCHMS 00pa30BaTEIbHOM
POTPaMMBI
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CEpBEpPHOT0 000PYIOBAHUS
MH(POKOMMYHUKAITMOHHBIX
CHCTEM

OK 01. Beibupats criocoOb1
pelieHus 3a1aq
npodeccrnoHaIbHOM
JeSITeTbHOCTH
MPUMEHUTEIHHO K
pa3IMYHBIMH KOHTEKCTaM

[Tox6op BapranTOB
peuIeHuss KOHKPETHON
npogeccuoHaIbHOMN 3a1auu
WJIH IPOOIIeMBI

OmeHKa IOJTHOTHI TEPEYHS
10100paHHBIX BAPHAHTOB

OK 02. Hcnons3oBaTh
COBPEMEHHBIE CPE/ICTBA
MOUCKA, aHAJIHM3a U
MHTEpIpETANN
uHbOpMaINH, U
uH(pOpMaIOHHBIE
TEXHOJIOTUH JJISI
BBITIOJTHEHUS 33124

JleMOHCTpalsl HABBIKOB
WCIOJIb30BAHUS
MH(POPMAIIMOHHBIX TOPTAIOB
B ceTu MHTEpHET, BKIIIOYast
oduIraTbHEIC
HH($OPMAIIMOHHO-TIPABOBbBIE
MOPTaIbI

OneHka MoJHOTHI ITEPEYHs
10J00paHHBIX BapUAHTOB

npoeccruoHabHOM

JEATELHOCTH

OK 03. IlnanupoBats u JleMoHcTpanus HHTEpeca K Yyactue B MEpOTIPUSATHUAX
peanu3oBLIBATH BbIOpaHHOM CIIEUANbHOCTH, | (OJIMMIIMAJIbI, KOHKYPChI
COOCTBEHHOE K MHHOBAIIMUOHHBIM podeCcCHOHATIBHOTO

npoeCCHOHATFHOE U
JMYHOCTHOE Pa3BUTHE,
MPEANPUHUMATEIBCKYIO
JEATEIILHOCTD B
npodeccuoHaIbHOH cdepe,
UCMOJIb30BaTh 3HAHUSA 1O
MIPaBOBON U (PMHAHCOBOM
TPaMOTHOCTH B Pa3JTMYHBIX
KHU3HEHHBIX CUTYaIUsIX

TEXHOJIOTUAM B 00J1aCTH
poheCCHOHATLHOM
JEATETLHOCTHA

MacTepCTBa, CTAXKUPOBKH U
Ip.), TPOBOJIUMBIX KaK
00pa3oBaTeIbHBIM
3aBEJICHUEM, TaK U
BEYLIMMU PEANPUATUIMU
oTpaciu

OK 04. O¢ddexTnBHO
B3aHMO/ICHCTBOBATh U
paboTaTh B KOJUIEKTUBE U
KOMaHJIe

JleMOHCTpHpOBaTh HABBIKH
MEXIIMYHOCTHOTO OOMICHUS
¢ co0Ir0IeHuEM
OOMICTIPUHATHIX TPABHI CO
CBEPCTHHUKAMH B
oOpa3oBaTenpHON rpynime, ¢
MpernojaBaTeNsiMd BO BpeMs
o0y4eHus, ¢
PYKOBOAUTENSIMH
MPOU3BOJICTBEHHON
MIPAKTUKH

DKcrepTHOE HAOII0IeHHE
IIOBCACHYCCKNX HABLIKOB B
X0Jie 00y4deHHs

OK 05. OcymiecTBisTh
YCTHYIO ¥ IUCbMEHHYIO
KOMMYHHKAIUIO Ha
rOCyJapCTBEHHOM SI3bIKE
Poccuiickoit ®enepanuu ¢
Y4ETOM OCOOCHHOCTEH
COLIMAJILHOTO U KYJIBTYPHOTO
KOHTEKCTa

JleMoHCTpalus HaBBIKOB
IPaMOTHOM YCTHOU U
MMACBMEHHOU pedn

DKCTepTHOE HAOIIOICHHE
HABBIKOB YCTHOTO U
MMUCHbMEHHOTO OOIIEHHUS B
xoze 00yueHHs
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OK 06. [TposiBnsTH
TPaXXIaHCKO-
MaTPUOTUYECKYIO TO3HIIHIO,
JEMOHCTPHPOBATH
OCO3HAHHOE MOBE/ICHUE Ha
OCHOBE TPaJUITHOHHBIX
POCCHICKHX JTyXOBHO-
HPABCTBEHHBIX IICHHOCTEH,
B TOM YHCJIE C YYETOM
rapMOHU3AITUN
MEKHAIIMOHAIBHBIX U
MEXPEIUTHO3ZHBIX
OTHOIICHHIA, TPUMEHSTh
CTaHJAPTHI
AHTUKOPPYIITHOHHOTO
TTOBEICHHS

®opMHpPOBAHKE YYBCTBA
MaTPUOTU3MA,
IPaX/1aHCTBEHHOCTH,
YBaXKEHUSA K MaMsITH
3aIIUTHUKOB OTEUeCTBa U
noasuram ['epoes
OreuecTBa, 3aKOHY U
MIPABOIIOPAJIKY, YETIOBEKY
TpyZla U cTapliemy
MIOKOJICHUIO;

B3aMMHOI'O YBAYKEHUS,
OepeKHOTO OTHOLIEHUS K
KYJIbTYPHOMY HaCJIEIUIO U
TpauLUsiIM
MHOTOHALIMOHAIBHOIO
Hapoxa Poccuiickoi
®enepanuu;
HETEPIUMOCTH K
KOPPYIIIMOHHBIM
MIPOSIBJICHUSIM

VYyactue B MEPOTIPUATHAX
MaTPUOTUYECKOU
HAIPaBIIEHHOCTH, B
IIPOBEJICHUH BOCHHO-
CIIOPTUBHBIX UTP; YUacTHE B
IIporpaMmax
AHTUKOPPYIIUOHHOM
HaIpaBIEHHOCTU

OK 07. ConencTBOBaThH
COXPAHEHHUIO OKPYXKaOLIE1
cpenpl,
pecypcocOepexeHHIO,
MIPUMEHSTh 3HaHUSI 00
W3MCHCHHHU KIIMMaTa,
MIPUHIIMITBI OEPEKITUBOTO
MIPOU3BOJICTBA, IPPEKTUBHO
JIEHCTBOBAThH B
Ype3BBIYAITHBIX CUTYALIUIX

®dopmupoBaHue 6epekHOTO
OTHOILICHHUSI K TIPUPOJIC U
OKpYKarolen cpene

DKcIepTHOE HA0II0IeHUE
JIEMOHCTpPAIINH HaBBIKOB
COOTIOICHHS TIPABUIT
JKOJIOTUYECKON
0€301MacHOCTH B BEJICHUH
podeCCHOHATTEHON
JeSITeTbHOCTH;
(hopMHUpOBaHKE HABBIKOB
3¢ (hHeKTUBHBIX JEHCTBUII B
YpE3BBIYANHBIX CHTYAITUSIX

OK 08. Ucmnonb3oBath
cpencTBa pU3MIecKon
KYJIbTYPBI IS COXPAaHEHUS U
YKPETUICHUS 3/I0POBBS B
nporecce
npoeccroHaIbHOM
NEeSITEeNbHOCTH U
TOJIICPIKAHUS
HEOOXOJMMOTO YPOBHS
(busnueckoit
TMIOJITOTOBJICHHOCTH

dopmupoBaHue OEpPeKHOTO
OTHOIIEHHS K 3/I0POBBIO

VYuacTue B CHOPTUBHBIX
MEPOIPUATHSX, IPOBOIUMBIX
o0pa3zoBaTenbHBIM
YUPEKICHUEM; BEACHUE
3JI0pOBOT0 00pa3a JKU3HU

OK 09. ITons3oBaTheA
npoeccrnoHabHOM
JOKyMEHTAIel Ha
rOCy/IapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

JleMoHCTpanust yMeHus
COCTAaBJIAATH TCKCThI
JOKYMEHTOB, OTHOCSIITIXCS
K Mpo¢heCcCHOHATBHOU
JESITEIbHOCTH, Ha
roCy1apCTBEHHOM U
WHOCTPAHHOM SI3BIKaxX

DKcnepTHas OlleHKa
COOJTFOZICHHSI TIPABHIT
COCTaBIIEHUS JOKYMEHTOB

21




