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1.

OBIIIASA XAPAKTEPUCTHUKA PABOYEMN INPOI'PAMMBI

MNPOPECCHOHAJIBHOI'O MOAYJIA
«IIM.03 Dkcniryaranusi 00beKTOB ceTeBOi HHPPACTPYKTYPbD»

1.1.

IIe.m: U IVIAHUPYEMBIC PE3YJIbTATHI 0OCBOCHUA HpO(i)GCCHOHaJILHOFO MOoayJist

B pesynbrate msyueHus npodecCHOHAILHOTO MOIYJS OOYYAOUIMXCS JIOJKEH OCBOHTH
OCHOBHOM BHJ JICATCIBHOCTH OKCIUTyaTallds OOBEKTOB CETEeBOM WHQOPACTPYKTYpPHl U
COOTBETCTBYIOIIINE €My O0IIEe KOMIIETCHIINH, B MPO(ecCHOHAIBHBIE KOMITETCHIUH:

1.1.1. [TepedeHp 0OMMX KOMIETCHIIUIA

Kon

HanMmenoBanue 00X KOMIIETEHIIAN

OK 01

Bribupath criocoOsl pemeHus 3a1a4 npodecCHoHaIbHOM AEATEIIbHOCTH
IIPUMEHUTEIBHO K Pa3IMUHbIM KOHTEKCTaM

OK 02

Hcnonb30BaTh COBpEMEHHBIE CPEACTBA IIOUCKA, AHAIIN3A U
UHTEpIpeTanuy HHPOpMaIum, 1 HHOOPMAITHOHHBIE TEXHOIOTHUH JIJIS
BBINOJIHEHUS 3a]1a4 PO ECCHOHATIBHON 1EATEIbHOCTH

OK 03

[TnanupoBaTh U peann30BbIBaTh COOCTBEHHOE NIPOPECCHOHATBHOE U INYHOCTHOE
pa3BUTHE, IPEANPUHIMATEIECKYIO IEATEIFHOCTh B MPO(eCcCHOHAIBHOM cdepe,
UCIOJIb30BaTh 3HAHMS 10 IPABOBOW U (PMHAHCOBOM IPaMOTHOCTHU B Pa3IMUHBIX
YKU3HEHHBIX CUTYalUsX.

OK 04

9(1)(1)6KTI/IBHO B3aUMOJCHCTBOBAThH U pa6OTaTL B KOJUVICKTHBEC U KOMaH/C

OK 05

OCYHIGCTBJUITB YCTHYIO U TUCBbMCHHYIO KOMMYHUKAIIWIO HA TOCYJapCTBCHHOM
si3bIke Poccutickoii denepanuu ¢ y4eToM 0COOCHHOCTEH COIMaIbHOTO U
KYJIbTYPHOI'O

KOHTEKCTa

OK 06

HpOSIBJ'IfITB TPaXXAAHCKO-TIIATPUOTHUYCCKYIO IMTO3UITHUIO, JEMOHCTPUPOBATH
OCO3HAHHOC MOBCACHUC HA OCHOBC TPAAUIIMOHHBIX pOCCHﬁCKHX AYXOBHO-
HPAaBCTBCHHBIX HGHHOCTeﬁ, B TOM YHUCJIC C YUCTOM rrapMOHHU3allUA
MCXHAIIMOHAJIbHBIX 1

MCKPECIIUTUO3HBIX OTHOHIGHI/Ifl, MNPUMCHATH CTAaHAAPTHI AHTUKOPPYHIIITHUOHHOT' O
ITOBCACHUA

OK 07

ConeiicTBOBaTh COXPaHEHUIO OKPYKAIOIIEH CPEIIb, PECYpCOCOepEeKeHNUIO,
MMPUMCHATH 3HAHUA 00 U3MEHEHUH KimmMara, NpyuHIOUIIbL 6epe)KJ'II/IBOFO IMPOU3BOJCTBA,
3¢ PEeKTUBHO EHICTBOBATH B YPE3BBIYANHBIX CUTYALIUSIX

OK 08

Hcnonk3oBath cpeacTBa (PU3MYECKONM KYIBTYPHI ATl COXPAaHEHUS M YKPEIUICHUs
3I0pOBbs B Tpolecce NPOo(eCCHOHATBHOM IEATENIBHOCTH | TOMAJIEpKaHuUs
HEOOXOUMOTO YPOBHS (PU3NUECKON TTOATOTOBICHHOCTH

OK 09

ITonw3oBaThCs HpO(I)CCCPIOH&J'IBHOfI HOKYMCHTaHHCﬁ HaTroCygapCTBECHHOM U
HHOCTPAHHOM A3bIKaX

1.1.2. Tlepedens npodeccHoHATBHBIX KOMIIETCHIINI

Kon

HanmeHoBaHNe BUAOB JEATEIbHOCTH U HpO(beCCI/IOHaHLHLIX KOMIIETEHITUMN




B/ 3[1] | Okcruryaramusi 0ObEKTOB CETEeBON HH(PPACTPYKTYPHI

[K 3.1. Ocy1iecTBIATh MPOCKTUPOBAHUE CETEBOM HH(PACTPYKTYPHI

[IK 3.2. OO6cmyxuBath ceTeBble KOHGUTYpaLUK IPOTrPaMMHO-AMNNapaTHBIX CPEICTB

IIK 3.3. OcyiecTBIATh 3aUUTY UHPOPMAIIMH B CETH C UCTIOJIb30BAaHUEM IIPOrPaAMMHO-
anmnapaTHbIX CPEJICTB

1K 3.4. OcymiecTBIATh yCTpaHEeHHE HETUITMYHBIX HEUCIPABHOCTEH B paboTe ceTeBOi
UHPPACTPYKTYpPbI

[IK 3.5. MoaepHu3npoBaTh CETEBbIE YCTPOUCTBA HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
cucTeM

. BJ'IaI[GTB HaBbIKaMH

- IIpoekTupoBaTh apXUTEKTYpPY JOKAIBHOMN CETH B
COOTBETCTBHHU C ITIOCTABICHHOM 3a1a4ei.

- Hcnonb30Bath crenuaibHOE IPOrpaMMHOE oOecrieueHue
TUIS. MOICTTMPOBAHUS, TPOSKTUPOBAHMS M TECTUPOBAHUS
KOMITBIOTEPHBIX CETeHl.

- HacrpauBarh IpoTOKOJIBI AUHAMUYECKOW MapLIpyTU3ALUH.
- OnpenensaTs BAMSHUA NPUIOKEHUN Ha IPOEKT CETH.

- AHanmu3upoBaTh, MPOCKTUPOBATH U HACTPAMBATH CXCMBI
MTOTOKOB Tpa(uKa B KOMITBIOTEPHOH CETH.

- YcraHaBIHMBATH M HACTPAWBATh CETEBBIC IPOTOKOIIBI U
ceTeBOE 000PYI0BaHNE B COOTBETCTBUH C KOHKPETHOM 3a1aueil.
- BpIOupars TEXHOJIOTUHU, HHCTPYMEHTAIBHBIE CPEICTBA IPU
OpraHu3alK Ipoliecca uccie10BaHusi 00bEKTOB CETEBOI
UHPPACTPYKTYPHI.

- Co3naBath U HACTpauBaTh OJIHOPAHTOBYIO CETh,
KOMIIBIOTEPHYIO CETh € TOMOIIIbIO MapIIPyTU3aTOpPa,
0€eCIIpPOBOJIHYIO CETb.

—  BBINONHATE NOMCK U yCTpaHeHHEe MpolIeM B
KOMITBIOTEPHBIX CETAX.

- OtcnexuBaTh MAKEThl B CETH U HACTPAaUBaTh IPOrPaMMHO-
anrapaTHbIe MEXCETEBbIC SKPaHBI.

- HacrtpauBars KOMMyTaIHMIO B KOPIIOPATUBHOM CETH.

- OOecneunBath 1EJIOCTHOCTh PE3EPBUPOBAHUS
nH(pOpMaIHH.

- OOecneunBath 6€30MaCHOE XpaHEHUE U TIepeiady
nH(pOpMaLIUY B II100ATBHBIX U JOKAJIBHBIX CETAX.

- Co3naBath U HACTpauBaTh OJIHOPAHTOBYIO CETh,
KOMITBIOTEPHYIO CETh C TOMOIIBIO MapIIPyTH3aTOPa,
OECTIPOBOHYIO CETh.




-~ BpIMONHATE NOKMCK U ycTpaHEeHUe MpobiieM B
KOMIIBIOTEPHBIX CETSIX.

- OrcnexuBarh NAKEThl B CETU U HACTPAaUBaTh IPOrPaMMHO-
anmnapaTHbIe MEXCETEBbIE IKPAHBI.

- OuabTpoBaTh, KOHTPOJIMPOBATH U 0OECIIEUNBATH
0€301acHOCTb CETEBOTO TpadHKa.

- OmnpenensaTs BIMSHUE NPUIOKEHUH HA IPOEKT CETH.

- MOHUTOPUHT IPOU3BOAUTENBHOCTH CEPBEPA U
IPOTOKOJIMPOBAHUS CUCTEMHBIX M CETEBBIX

COOBITHIA.

- Hcnonp3oBate crenuaibHOE IPOrpaMMHOE OOecrieueHIe
JUIS MOJCIIMPOBAHMSI, IPOEKTUPOBAHUS M TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEH.

- Co3zpaBatb U HaCTpauBaTh OJHOPAHTOBYIO CETh,
KOMIIBIOTEPHYIO CETh C IIOMOILBIO MapIIPyTU3aTOpa,
O€eCIPOBOJHYIO CETh.

- Co3znaBath NOACETH U HACTpAUBaTh OOMEH JIaHHBIMU;

—  BbINONHATE NOMCK U yCTpaHEHUe pobJieM B
KOMITbIOTEPHBIX CETSIX.

- AHanu3upoBaTh CXEMbI IOTOKOB TpauKa B KOMIbIOTEPHOH
CETH.

- OueHMBaTh KAYECTBO U COOTBETCTBHE TPEOOBAHUAM
IPOEKTa CeTH.

- OdopMIITh TEXHUYECKYIO IOKYMEHTALIHIO.

- Onpenensarts BIUSHUE TIPUIIOKEHUIN HA IPOEKT CETH.

- AHanm3HupoBaTh CXEMBI IOTOKOB TpahuKa B KOMIIBIOTEPHOH
CeTu.

- OueHuBaTh KAYE€CTBO U COOTBETCTBUE TPEOOBAHUIM
IPOEKTa CeTH

YMmeTh

- IIpoexTupoBaTh JOKAIBHYIO CETh.

- BriOupatb ceTeBbI€ TOMONOTUH.

- PaccuuTbIBaTh OCHOBHBIE IAPAMETPHI JIOKAJIBHOMN CETH.
-  IIpuMeHATH anropuT™MBbl IIOUCKA KPAaTYaUILIEro MyTH.

- IlnanupoBath CTPYKTYpY CETH C IOMOIIIbIO Irpada c
ONTUMAaJIbHBIM PACIIOJIOKEHUEM Y3II0B.

- Hcnonb3oBaTh MaTeMaTUYECKUH annapart Teopuu rpagos.
- Hacrpausars ctek nporokosos TCP/IP u ucnonb3oBats
BCTPOCHHBIEC YTUIIUTHI ONEPAIUOHHON CUCTEMBI JUIS
JIMarHOCTHKU PabOTOCTIOCOOHOCTH CETH.

- BriOupars ceTeBbie TONOJIOTHH.

- PaccuuTbiBaTh OCHOBHBIE IIAPAMETPHI JIOKAJIBHOM CETH.
- IIpuMeHATh anropuTMBbI HOMCKA KpaTYaWILIEro MyTH.

- IlnanupoBatrh CTPYKTYpY CETH C IOMOIIIbIO Irpada c
OITUMAaJIbHBIM PACIIOJIOKEHUEM Y3II0B.

- Hcnonp3oBaTh MaTeMaTHUECKUH anmapat Teopuu rpados.
- Hcnonb3oBate MHOTO(YHKIIMOHAJIBHBIE TPUOOPHI U
IIPOrpaMMHBIE CPEACTBA MOHUTOPHHTA.

- HMcnonb30Barh IporpaMMHO-aIIIapaTHbIE CPEACTBA
TEXHUYECKOT'O KOHTPOJIA

- Hcnonp3o0Bare NporpaMMHO-AIIIApaTHBIE CPEACTBA
TEXHUYECKOIO KOHTPOJI.




- YuTaTh TEXHUYECKYIO ¥ IPOCKTHYIO TOKYMEHTAIUIO 110
OpraHHU3aIH CETMEHTOB CETH.

- KoHTponupoBath COOTBETCTBUE pa3padaThIBAEMOTO
MPOEKTa HOPMATHBHO-TEXHUYECKON JIOKYMEHTAIIHH.

- Hcronp30BaTh MpOrpaMMHO-aIIapaTHBIC CPeICTBa
TEXHUYECKOTO KOHTPOJIS.

- M cronp30BaTh TEXHHUYECKYIO JIUTEPATYPY U
WH(POPMAIIMOHHO-CIIPABOYHBIC CUCTEMBI JIJIsl 3aMEHBI (ITOUCKA
aHaJIOTOB) yCTapeBIIEro 000Py0BaHUSI.

- Yuratb TCXHUYCCKYIO U TPOCKTHYIO JOKYMCHTAIHUIO 11O
OpraHu3aIK CErMEHTOB CETH.

- KoHTposmpoBaTh COOTBETCTBHE pa3padaThiBAEMOr0
IIPOCKTa HOpMaTHBHO-TGXHHHGCKOfI AOKYMCHTAIIUU.

- Hcrnonbs30BaTh TEXHUYECKYIO JIUTEPATYPY U
WH(POPMAIIMOHHO-CIIPABOYHBIC CUCTEMBI JIJIsl 3aMEHBI (ITOUCKA
aQHAJIOTOB) YCTapEBIIETO 000PYI0BAHUS.

3HaTh

- OO01re NpUHLUIIBI TOCTPOEHUSI CETEH.

- CereBble TOMOJIOTUH.

- Mmuorocnoitayto mozaens OSI.

- TpeOGoBaHMs K KOMITIBIOTEPHBIM CETSIM.

- ApPXUTEKTYpY IPOTOKOJIOB.

- CrangapTu3anuio ceTei.

- DTanbl IPOEKTUPOBAHUS CETEBON HHPPACTPYKTYPHI.
- DneMEHTBI TEOPUU MACCOBOT0 00CTYKUBaHMUS.
- OcHOBHBIE IOHATHUS TEOPHUH IPadOB.

- ANTOPUTMBI TOUCKA KpAaTYAHIIEro myTH.

- OcHoBHbIe TpoOIeMBbI CHHTE3a rPpadoB aTax.

- CucTeMbl TONOJIOTUYECKOTO aHATIN3A 3AIUIEHHOCTH
KOMITBIOTEPHOU CETH.

- OCHOBBI TTPOCKTUPOBAHUS JTIOKATBHBIX CETEH,
OeCTpPOBOIHBIC JIOKATBHBIE CETH.

- CranmapTsl Kabenei, OCHOBHBIE BU/IbI
KOMMYHUKAIIMOHHBIX YCTPOUCTB, TEPMUHBI, TOHATHUS, CTAHAPTHI
Y TUTIOBBIE DJIEMEHTHI CTPYKTYPHUPOBAHHOM KaOEIbHON CUCTEMBI:
MOHTaX, TECTUPOBAHUE.

- CpencTBa TECTUPOBAHUS M aHAIH3A.

- ba3oBbie TPOTOKOJIBI M TEXHOJIOTUH JIOKAIBHBIX CETEH.

- OO01mre NPUHIUIBI TOCTPOCHHUSI CETEH.

- CeTeBble TOIOJIOTHH.

- CrangapTu3anumo ceTen.

- Otarnbl IPOEKTUPOBAHUSI CETEBOW HHPPACTPYKTYPBHI.

- DNEeMEHTBI TEOPUHU MAaCCOBOTO 00OCTYKHBAHMUS.

- OCHOBHBIE IOHATHS TEOPUH TPadOB.

- OcHoBHbIe TPoOIEMBI CHHTE3a rPpadoB aTax.

- CHcTeMBI TOMOJIOTHYECKOT0O aHaAIN3a 3allUIICHHOCTH
KOMITBIOTEPHOM CETH.

- ApXUTEKTYpYy CKaHepa 0e30MacHOCTH.

- [IpuHUHUITBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJTbHBIX

- TpeboBaHMsI K KOMIBIOTEPHBIM CETSIM.
- TpebGoBaHus K ceTeBOM O€30MaCHOCTH.




- DNEMEHTBI TEOPUH MAaCCOBOTO 00CTYKIBAHHUS.

- OcHoOBHBIE MIOHATHUS TEOPHUH IpadOB.

- OcHoBHbIe poOIeMBbI CHHTE3a rPpadoB arax.

- CucTeMbl TOMOJIOTHYECKOTO aHATTU3a
3aIUIIEHHOCTH KOMITbIOTEPHO CeTH.

- ApXHUTEKTYpYy CKaHepa 0e30MacHOCTH.

- TpebGoBaHMs K KOMITBIOTEPHBIM CETSIM.

- ApPXUTEKTYpY IPOTOKOJIOB.

- CraHgapTu3anuio ceTeu.

- Drarbl IPOSKTUPOBAHUSI CETCBOU HHPPACTPYKTYPHI.
- Opranu3zanuto padoT Mo BBOY B IKCILUTYaTAIHIO
O00BEKTOB M CETMEHTOB KOMITBIOTEPHBIX CETEH.

- Crangaptel kabesneil, OCHOBHbIE BHUIbI
KOMMYHHKAIIUOHHBIX YCTPOICTB, TEpPMUHBI, TIOHATHS,
CTaH/IapPTHI ¥ TUTIOBBIC JIEMEHTHI CTPYKTYPHPOBAHHOM
KaOenbHOU CHCTEMbI: MOHTAX, TECTUPOBAHUE.

- CpencTBa TeCTHPOBAHUS U aHATTU3A.

- [TporpammHO-amnmapaTHbIe CpEICTBA

TEXHUYECKOTO KOHTPOJIS.

- [TpuHIHMIIBI U CTAaHAAPTHI OYOPMIICHHSI
TEXHUYECKOHN TOKyMEHTAIINN

- [TpuHIMITEI co3MaHMS 1 0O()OPMIICHUS TOTIOJIOTHHU CETH.
- HupopMalinoHHO-CIIPaBOYHbBIE CUCTEMBI JIJIS1 3AMEHBI
(Toucka) TEXHUYECKOT0 000pyI0BAHUS




1.2. Koim4ecTBO 4acoB, 0TBOANMOE HA OCBOEHH e MPO(PecCHOHATBLHOT0 MOAYJIsI

Bcero uacos 574,
B TOM 4HcCIIe B (hOpME MPAKTHIECKOM MOATOTOBKU 358 yaca

N3 nux Ha ocBoenne MJIK 268 vacoB

B TOM YHCJIE CAMOCTOsITeNIbHAs padoTa 18 yacos
MIPaKTUKH, B TOM uncie yueOHas 144 qacos
npou3sBojicTBeHHas 108 yacos

[Tpomexxyrounas arrecranus 24 yaca



2.

CTPYKTYPA U COAEPKAHUE TPOPECCHOHAJIBHOI'O MOAYJIA

2.1. CTpykTypa npogecCHOHAJIBLHOI0 MOAYJIsl
O0BeM podecCHOHANTEHOTO MOJIYJIS, aK. Yac.
B 1.4. B hopme O6yuenue mo MJIK MpakTHkn
Kogpt HaumenoBanust pa3nenon npaktude  [Bcero B Tom uncne
npodeccroHal npodeccroransHOr0  [Beero, CKOIA. Teoperwu| JlabopaTop
BHBIX OOIIHNX MOZYJISt gac. MOATOTOB KU ECKUX HBIX. U I
KOMITETEHIIU I 3aHATUH | IpaKTUYeC Kypcg) BRIX CamocTosr pgizz;y;fx;:aﬂy 6 ITpousBonc
kix. samsrmii| | PO epHas Aeona TBEeHHAsI
(IpoeKTOB)
pabora

Pasnen 1.

IK 3.1-3.5 | Dkcmyaranus
yaran 70 34 64 30 34 6

OK 01-09 CeTeBOM

UHPPACTPYKTYPbI

Paznen 2.
MK'3.1-3.5 ;ﬂ::;?;f;ﬂ 15051 120 36 102 36 36 30 6 12
OK 01-09 5

TEXHOJIOTUYECKHUX

IPOIIECCOB

Paznen 3.
[1K 3.1-3.5 | be3omacHOCTb

N 120 36 102 36 36 30 6 12

OK 01-09 CETCBOM

UH(PPaACTPYKTYpHI




Y4eOHast mpakTUKa

gﬁ 31]:325 (110 mpoduo 144
CIELUAIbHOCTH)
[TpousBoacTBeHHAS
[1IK 3.1-3.5 | mpakrtuka (1o
OK 01-02, | mpodmo 108
OK CHEIUAIIBHOCTH),
05-07, OK 09| yacos
Bcero: o47
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2.2. TemaTuyecKkuii MJIaH U cojieprkaHue npodeccuoHaibLHoro moayJas (IIM)

HaunmeHnoBanmue pa3nesnoB

Jlormueckasi TOIOJIOT U KOMHI)IOTepHOI\/JI cetu. TexHuueckas u MMPOCKTHAsA JOKYMCHTAaLUA.

ITacriopT TEXHUYECKUX YCTPOMNCTB.

5. Knaccudukanusi perjiaMeHTOB TeXHUYECKHX OCMOTPOB, TEXHUYECKHE 0CMOTPbI
00BbEeKTOB ceTeBOil HHPPACTPYKTYPBHI.
ITpoBepka 06bEKTOB ceTEBOM HHPPACTPYKTYPHI U NPOPHUIAKTHUECKUE PAOOTHI.

6. [IpoBenenne peryJisipHOro pe3epBHPOBAHMS.

O6CJ'IY)KI/IB8.HI/IC (I)I/I3I/I‘-ICCKI/IX KOMITOHCHTOB; KOHTPOJIb COCTOSIHUSA allllapaTHOT'O O6CCHC‘-ICHI/I$I;

opranm3anys yaiaJC€HHOI'O OITOBCIICHWA O HEMOJIaAKax.

7. IlporpammHoe oGecriedyeHHe MOHMTOPUHIA KOMIIBIOTEPHBIX ceTell M ceTeBbIX
YCTPOMCTB.

H TeM Oo0bem, akaa. u/ B
Copep:xaHue yueOHOr0o MaTepuaJa,
npo¢eccuoHAILHOTO TOM 4HucJie B hopme
JadopaTopHbie padoThl M NPAKTHYECKHE 3aHATHS, CAMOCTOSITe/IbHASI ydeOHas1 padoTa .
moayas (IIM), NMPAKTHYECKOM
o0yyaromuxcs, KypcoBasi padora (IpoeKT) (e€ciu peayCMOTPEHbI)
MeKIUCHHIINHAPHBIX MOJAr0TOBKH, aKa/l 4
kypcos (M/IK)
Pa3nea 1. Dxkcnuryaranus cereBoil HHPPacTPyKTypbl
M/IKH#.03.01. DxkcnunyaTanus ceTeBoil HHPPACTPYKTYPHI 70
Tema 1.1 Dxcenyaranus Copep:xanue
00BEeKTOB ceTeBoil 1. ®u3uyecKkue acneKThl IKCILIyaTAlMU.
HHPACTPYKTYPHI du3nuecKoe BMEIMATENbCTBO B MHPPACTPYKTYPY CeTH. AKTHBHOE U TACCHBHOE CETEBOE
o0opynoBaHue: KabenbHble KaHallbl, Ka0elb, MaT4Y-MaHeH, PO3ETKH.
2. PaciimpsieMocTh ceTH.
MacmtabupyeMocTs cetd. JloGaBieHne OTASIbHBIX 3JIEMEHTOB CETH (TIOJIL30BaTEIEH,
KOMITBIOTEPOB, MPHUIIOKEHUH, CITYKO).
3. HapamuBaHue JJHHbI CETMEHTOB CETH
3aMeHa CyIIeCTBYIOLIEH anmaparypsl. Y BelIMYeHHEe KOJIUYECTBA Y3JI0B CETH; YBEIUUEHHE
MPOTSDKEHHOCTH CBS3EH MEXKIY OOBEKTaMHU CETH
4. duznueckas KapTa Bceil ceTH 30
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AHanu3 pyHKIHOHAIBHBIX 0COOCHHOCTEH MPOrpaMMHOro 00ecredeHs MOHUTOPUHTA,
OIpeJIeIeHUEe METOIOB U aJITOPUTMOB, UCTIOIB3yEMBIX B IIPOLIECCE MOHUTOPHHTA, U3YYCHUE
OCHOBHBIX MPUHIIUIIOB BEIOOPA MPOrpaMMHOT0 00ecrieYeHrss MOHUTOPUHTA JIsl KOHKPETHOU
CEeTH WJIN YCTPOMCTBA HA OCHOBE Y4eTa UX IMapaMeTpoB M OCOOCHHOCTEH pabOThI, aHAIN3
BO3MOXXHOCTEI COBPEMEHHOI'0 MTPOrPaMMHOT0 00ecrieyeH!s] MOHUTOPUHTA U OTpeiesieHHe
3¢ HEKTUBHBIX MTOIXOA0B K UCIIOIB30BAHUIO 3TUX BO3MOXXHOCTEH B IPAKTUYECKUX 3a/1a4ax
MOHHUTOPHHIa KOMIIBIOTEPHBIX CETEH M CETEBbIX YCTPOUCTB.

8. IIporokos SNMP, ero xapakrepucTuxku, popMaT co001IeHH I, HAOOP YCJIYT.
AHaJIN3 OCHOBHBIX XapakTepUCTUK mpoTokoia SNMP, ero cTpyKTypbl U apXUTEKTYPHI,
(dhopmMata cooOIeHNH 1 crienuUKaIUU CHHTAKCUCa

9. O6opynoBaHue A5 AMATHOCTHKHU M CePTHPUKANMH Ka0eJIbHBIX CUCTEM.
CereBble MOHUTOPBI, IPUOOPHI IS CepTU(HUKAITUHN KaOETbHBIX CHCTEM, KaOeTbHbIE CKaHEPhI
U TECTEPBI.

B ToM Yuc/Ie NpaKTHYECKUX 3aHATHI U JIa0OPAaTOPHBIX padoT

[TpakTueckoe 3ansTue 1. OkoHII0BKA Ka0Oess BUTas nmapa

[IpakTrueckoe 3ansTHe 2. 3aenKa Kabesst BUTas Iapa B PO3ETKY

[pakTrueckoe 3ansaTue 3. KpoccupoBanue 1 MOHTaX MaT4-NaHENId B KOMMYTallMOHHBIN
mKadg, Ha CTeHY

[TpakTrueckoe 3aHsaTHE 4. DKCITyaTalus TEXHUYECKUX CPEJCTB CETEBON MH(PPACTPYKTYpHI
(IpUHTEPBI, KOMITBIOTEPBI, CEPBEPHI)

IIpakTrueckoe 3aHaTHe 5. BpIONHEHNE NEUCTBUN 110 YCTPAHEHUIO HEUCIIPABHOCTEM.
BrinorHeHne MOHUTOPHUHTA U aHATIM3a PA0OTHI JIOKATLHON CETH C TIOMOIIBIO TPOTPaMMHBIX
CPEICTB.

[TpakTryeckoe 3ansaTue 6. OpopmiaeHre TEXHUUECKON TOKYMEHTAlLlUH, TpaBUiIa opopmMiIeHHs
JOKYMEHTOB

[Tpaktuueckoe 3anstue 7. [Iporokon ynpasnenust SNMP. OcHOBHBIE XapaKTEPUCTHKH
npotokoia SNMP. Habop yciyr (PDU) nporokona SNMP. ®opmar coodmenuit SNMP.

HpaKTI/IquKOC 3aHATUC 8.33,[[3.‘-11/1 YIIPpABJICHUA: aHAJINU3 ITPOU3BOAUTCIIBHOCTHU CCTH, aHAJIU3
HaaACKHOCTHU CETH

HpaKTI/IquKOC 3ansaTue 9. praBJ’ICHI/IC 0C30IMaCHOCTBIO B CETH. YUeT Tpa(bm(a B CCTHU

[Tpaktuyeckoe 3ansatue 10. CpencTBa MOHUTOPHHTA KOMITBIOTEPHBIX ceTeil. CpencTBa
aHaJIM3a CETH C IIOMOILBIO KOMaH/ CETEBOU ONEPALIMOHHON CHCTEMBI
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Tema 1.2 IxcniryaTanus
cucreMm IP-Tesnedonun

Conep:xanue

1. Hacrpoiika H.323.

Onucanne H.323 u o6mue pekomennanun. ®ynknuonanbapie kKomnoneHTsl H.323.Y ctanoBka
u nojpaepxka coequnenus H.323. Coenunenus 6e3 u ¢ ucnoabzoBanueM GateKeeper.
CoeIMHEHUS C HCIIOIb30BaHUEM HecKoIbkux GateKeeper. MHOTroImoIb30BaTeIbCKHe
koH(pepermuu. OdecrneueHne 0TKa30yCTONIUBOCTH.

2. Hactpoiika SIP.

Onwucanue u obume pekomennanun. Texnonorus SIP v cBsi3aHHbBIE C HEll CTaHIAPTHI.
OynknmoHanbHbie KoMnoHeHThl SIP. Coobmenus SIP. Anpecarnus SIP. Monens
ycTaHOBJIeHHsI coeuHeHus. [ImannpoBaHe 0TKa30yCTONUYUBOCTH.

3. YcTaHOBKA M HHCTAJUISIIHUS MPOrPAaMMHOT0 KOMMYTATOpAa.

MomnTaxusie npoueaypsl. [Ipolienypbl nHCTAUISIUU. Y IpaBICHUE anliapaTHBIMK CPEeICTBAMHU
u noptami. [Iporokomns! ynpasnenus MGCP, H.248. Coznanue aHanoroBsix aODOHEHTOB.
BHyTpucTaHIIMOHHAS MapUIPyTU3ALIKS.

4. YnpasJjieHue NPOrpaMMHBIM KOMMYTATOPOM.
Mapmpyruzanus. ['pynnel coennHUTENbHBIX TUHUN. [lonkmouenue ctaniuii ¢ TDM
(abonentckuit goctyn TDM). Curnanusarms SIP, SIP-T, H.323 u SIGTRAN. IP -a00HEHTHI.

I'pyninel aboHeHTOB. JloNOJHUTEIbHBIE A00HEHTCKHUE YCITYTH.

5. Opranu3anus dKcnayaTauum cucreM |P-renedgonnn.
TexHnueckoe o0CIy)KMBaHNE, IJIAHOBBIN TEKYIIUH PEMOHT, IIJIaHOBBII KallUTaIbHBIN PEMOHT,
BHEIIJIAHOBBIN PEMOHT

6. BoccraHoB/ieHHe paGoThI ceTH MOCJIe aBapHH.

CxeMmpl nociieaBapuitHOr0 BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTH CETH, TEXHUYECKAs U
MIPOEKTHAs JOKYMEHTAIMsI, CIOCOOBI PE3€PBHOIO KOIMUPOBAHUS IAHHBIX, IPUHIIUIIBI paOOTHI
XPaHWINILL JaHHBIX;

32

B ToM 4yHc/Ie NPaKTHYECKUX 3aHATHI 1 1a00paTOPHBIX padoT

[TpakTrueckoe 3anstue 1. Hactpoiika annapaTtHsix U nporpammusbix [P-tenedonos, pakcon

[TpakTuyeckoe 3anarue 2. PazsepreiBanue cetH ¢ ucnoiabs3zoBanueM VLAN s IP-
teneponun. Hactpoiika mmto3a

[TpakTrdeckoe 3anaTue 3. Y CTAaHOBKA, OJKIIOYCHHUE U TIEPBOHAYATLHBIE HACTPONKHU
roJ0coBOro Mapiupyrusaropa. Hactpoiika Tabnuiibl mosib30Baresiei, HacTporka rpynmi,
HACTPOITKa TOJI0COBBIX COOOIIEHUI B TOJIOCOBOM MapIIpyTH3ATOPE.
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[TpakTueckoe 3anstue 4. Hactpoiika nporpamMuo-annapatHoi IP-ATC. YcranoBka u
Hactpoiika nporpammuoii IP-ATC (manpumep, Asterisk).

[TpakTuyeckoe 3aHATHE 5. MOHUTOPUHT U aHAJINU3 COEAMHEHUH 110 PA3IMUYHBIM IPOTOKOJIAM.
MOHUTOPHHT BBI30BOB B IIPOrPaMMHOM KOMMYTaTOpe

[TpakTrueckoe 3ansaTre 6. Co3gaHue pe3epBHBIX KONMUM 0a3 JaHHBIX

[TpakTrueckoe 3ansaTHe 7. JlnarHocTUKa U yCTpaHEHUE HEUCIIPaBHOCTEH B cuctemax |IP-
TeneoOHun

IIpumMepHasi TeMaTHKA CAMOCTOSITE/ILHOI Y4eOHOI padoThl NPpH U3YyUYeHUH pa3jena 1. DkcmiiyaTanus ceTeBoii
HHPPACTPYKTYPHI

CucremaTuueckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, Y4€OHOM U CHIeIUaIbHOM TEXHUYECKOH JIUTEepaTypsl (110 BOIpOcam K
naparpadam, riiaBaM yueOHBIX TOCOOUI, COCTAaBICHHBIM pernoaaBarenem). [loaroroska k mabopaTopHbIM paboTaM ¢
UCIIOJIb30BaHNEM METOIMYECKIX PEKOMEH AU MpernogaBaTeis, ohopMiIeHHE 1a0opaTOPHBIX padOT, OTUETOB U IOJITOTOBKA
K UX 3aIlUTe.

TeMaTuka 10MAaIHUX 33aHUI, CO00IIEHU, pedepaToB:

1. OCHOBHBIE 3Tallbl FKCIUTyaTalUN CETEBON HHPPACTPYKTYPBI.

2. TexHOoI0rMM MOHUTOPUHTA U YIIPABJICHUS CETEBBIMU PECYPCaMHU.

3. Amnanu3 6€301aCHOCTH CETEeBOM MHPPACTPYKTYPHI U METOJIBI 3aIIIUTHI OT YIPO3.

4. PazpaboTka cTpareruu pe3epBHOr0 KOMUPOBaHUS JaHHBIX CETEBOM MHPACTPYKTYPHI. 5
o. OneHka npou3BOAUTENBHOCTH U ONITUMHU3ALINS PA0OTHI CETEBBIX YCTPOMCTB.

6. PazpaboTka riiana BOCCTaHOBIIEHHS [TOCTIE KaTacTpOodbl Il CETEBOI HHPPACTPYKTYPHI.

7. HccnenoBanme B3auMOJICHCTBHS CETEBOM MHPPACTPYKTYPHI C CHCTEMaMH YIIPaBJICHUS M XpPAaHECHUS TAaHHBIX.

8. Vcnonb30BaHue TEXHOIOT M BUPTYAIU3alUHU U1 ONTUMU3ALUHU CETEBON HHPPACTPYKTYpHI.

9. Or1reHka BO3MOXKHOCTEHN 1 TPO0JIeM 00JIauHBIX TEXHOJIOTUN B CETEBOU HH(MPACTPYKTYpeE.

10.  Uccnenosanue npumenerus SDN (Software-Defined Networking) B cereBoit undpactpykrype.

11.  HMHrerpauus v ynpapjieHUE CETEBBIMH YCTPOICTBAMH Pa3INYHbIX IPOU3BOIUTENCH.

12.  PasButHe cereBoii uHGpacTpykTypsl B koHTekcTe 10T (Internet of Things).

13.  OmeHka u yrpaBlieHHUE PUCKaMH, CBSI3aHHBIMU C dKCILTyaTallel ceTeBo HHPPACTPYKTYPHI.

14.  Ananu3 BiusiHHS OOHOBJICHHI U M3MEHEHHI Ha paOboTy CETeBOM HHPPACTPYKTYPHI.

15.  HccnenoBanue npoGiieM MacIITaOUPOBAaHUS U PAaCIIUPEHUs CETEBOU HHPACTPYKTYPHIL.

Paznes 2. TexHoi0rum aBTOMaTH3alMM TEXHOJIOTHYECKUX NMPOLECCOB

M/AKH.03.02. TexHO10rM¥M AaBTOMATH3AaLUU TEXHOJOTMYeCKUX MPOLECCOB 120

Conep:xkanue
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Tema 2.1.
ABTOMATH3UPOBAHHbBIE
CHCTEeMBbI YIPaBJIEeHUSI
TEXHOJIOTHYECKUMH

npoueccamu (ACY TII)

1. [TonsaTue 06 oObekTe yrnpapieHus. CBOMCTBA 00BEKTA yIIPaBICHHS.

2. Krnaccudukanus TeXHOJOTHIECKIX 00BEKTOB YIIPABIICHUS 110 TUITY, XapaKTepy
TEXHOJIOTUIECKOTO MPOoIiecca, 0 XapaKTePUCTUKE MapaMEeTPOB YIIPABICHHUS
3. Knaccudukanus cuctem ynpapieHHs TEXHOJIOTHUECKUME 00BEKTaMU 110 CIIOCO0Y,

LEJIN U CTCIICHU HCHTPAIN3alUuN YIIPaBJICHUA.

OOmre cBeieHHs 00 aBTOMATH3UPOBAHHBIX CUCTEMaX yIPABIICHHS TEXHOJIOTUICCKUMHU
nporeccamu (ACYTII) u cuctemax aBromarnueckoro ynpaieHus (CAY)

5. Ocnosubie pynknun ACYTII u CAY. Texaudeckoe, MporpaMMHOE U
unpopmannonHoe odecrneuenue ACYTII

6. Crtpykrypa ACYTII Ha 6a3e MUKPOIIPOLIECCOPHOI TEXHUKH.
1. CpenctBa uzmepenus npeodpazoBanus u peryaupoanus B ACYTII
8. OCHOBHBIE IOHATHUS ABTOMATH3UPOBAHHOM 00pabOTKH NH(POpMauu 18
9. MeTto/b1 ¥ cpesicTBa MOJEINPOBAHMSI TEXHOIOTHUECKUX npoueccoB B ACYTII
10. 00630p coBpeMEeHHBIX TeXHOJIOTHI U TeHaeHui pazputus ACYTII
11. [IporpammupoBanue u HacTpoiika ACYTII: s3bIku porpaMMupOBaHusl, METO/IbI U
MHCTPYMEHTBI
12. Hurerpanust ACYTII ¢ npyrumu cucteMaMu 1 000pyZA0BaHUEM B TPOU3BOJICTBEHHOM
porecce
13. Onenka 3¢ pexTuBHOCTH U S5KOHOMUYEcKas olieHka BHeapeHust ACYTII
14. Oco6eHHOCTH yIpaBiIeHUs IPOU3BOJCTBEHHBIMU CUCTEMAaMH B YCIIOBHSX
HEOIpPEEeIEHHOCTH U MIEPEMEHHBIX YCIOBUHN pabOThI
15. IIpumenenue cucreM uckyccTBeHHOro uHreuiekTa B ACYTII: HelipoHHBIE ceTH,
TEHETUYECKUE aJITOPUTMBI, DKCIIEPTHHIE CUCTEMBI
B ToM 4yHcIIe NpaKTHYeCKUX 3aHATHI 1 1a00paTOPHBIX padoT
[TpaxTrueckoe 3ansTtue 1. Onpenenenne cBONCTB 00BEKTOB YIPABICHUS HA MPAKTUKE
18

[Tpaktuyeckoe 3anstie 2. Knaccupukanusi TEXHOMOTHYECKUX OOBEKTOB YIpABJICHUS Ha
IIpUMeEpE NPOU3BOACTBEHHOTO IPEATIPUATHUS
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HpaKTI/I‘ICCKOC 3aHgaTie 3. AHanu3 u CpaBHCHHE CHCTEM YIIPABJICHHUA TCXHOJIOI'MYCCKUMU
00BbEKTaMH Ha MMpUMEPEC pa3INIHbIX OTpacneﬁ IIPOMBIINIJIEHHOCTH

[Ipaktnueckoe 3anstue 4. M3ydenne npunnumno padotel ACYTII u CAY Ha mpumepe
peaNbHBIX CUCTEM YIPABIICHUS

[TpakTrueckoe 3anstue 5. Co3gaHue NPOCTON MOJEIN TEXHOJIOTMYECKOro Ipoliecca

[IpakTtnueckoe 3anstue 6. O3HakoMieHHWE ¢ coBpeMeHHbIMU TexHojorusMu ACYTII Ha
IpUMepe CYIIECTBYIOUINX MTPOEKTOB U UCCIIETOBAHHIMA

[Ipaktnueckoe 3anstue 7. IIporpammupoBanme smemeHToB ACYTII Ha  s3bIkax
MIPOrpaMMHUPOBAHUS HA MPAKTHKE

[TpakTueckoe 3anarue 8. Hactpoiika u mpoBepka padotocrnocooHoctu 3nemeHToB ACYTII Ha
MIpUMEpE KOHKPETHOU CUCTEMBI YIIPABJICHUS

[Tpaktiueckoe 3anstue 9. Unrerpauus ACYTII ¢ npyrumu cucremamu u 000pyI0BaHUEM B
MIPOU3BOJICTBEHHOM IIPOIIECCE

[Tpaktuyeckoe 3ansatue 10. Onenka >PEeKTHBHOCTH M SKOHOMHYECKAs OICHKA BHEIPEHHUS
ACVYTII

[Tpaktnyeckoe 3anstue 11. Pa3paboTka cHCTeMBl YOpaBiI€HUS I[POU3BOIACTBEHHBIMU
IpoIlecCaMU B YCIOBUSAX HEOIPEIEIEHHOCTH U IIEPEMEHHBIX YCIOBUM paboThI

[Tpaktuyeckoe 3anartue 12. IlpumeHeHue HEHPOHHBIX CETeW B CHUCTEMax YIPaBJICHUS
TE€XHOJOTUYECKUMHU IIPOLIECCaMU

HpaKTI/IquKOG 3ansaTue 13. HpI/IMeHeHI/Ie OKCIICPTHBIX CUCTEM B CHCTCMAX YIIPABJICHHUA
TEXHOJIOTUYCCKUMU ITPpOHECCaMU

[Tpaktryeckoe 3anstue 14. Co3gaHue mpoeKkTa aBTOMATH3AIUN YIIPABICHUS TEXHOIOTMYECKUM
nporieccoM Ha ocHoBe ACYTII

Tema 2.2.
IIpombliIeHHBbIE CeTeBbIE

TE€XHOJIOTHH U NPOTOKOJIbI
B ACY TII

Conep:xkanue

1. Posb 1 MecTO ceTeBBLIX TEXHOJIOTHH B I[pOMbIIIIJ'IeHHOﬁ aBTOMaTHU3aluMn

O630p CCTCBBIX TCXHOHOFHﬁ, HX poJjib B HpOMBII.HJ'IGHHOfI aBTOMaTH3allMd, a TaKXKC HX
NpeMynieCTBa 1 HEAOCTATKH. OCHOBHBIC THIIBI IMPOMBIIIJICHHBIX ceTeﬁ, X XapaKTCPUCTHUKU U
OCO6CHHOCTI/I, a TakKXXC MCTOAbl HX pCalU3aluu. HpOTOKOJIBI CBs3U, MHCIIOJIB3YCMbIC B
HpOMLIHIHeHHOﬁ aBTOMaTu3aluu, ux O0COOCHHOCTH U IMMPUMCHCHUC.

2. TpeOoBaHMs K NPOMBIILIEHHBIM ceTsiM. ba3oBbie MOaAX0AbI K MX peau3anun
Ornrcanne OCHOBHBIX TPEOOBAHMI K CETSAM MTPOMBIITUICHHOW aBTOMATHU3aI[UH, B TOM YHCIIE TI0
HAJESKHOCTH, POMYCKHONW CIHOCOOHOCTH M YNPaBJISIEMOCTH, a Takke 0a30BBIX MOJIXOJOB K
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IPOCKTUPOBAHUIO W pCalrd3alii IMPOMBINIICHHBIX ceTeﬁ, BKJIIO4as BI>I60p THUIIa CETH,
TOIIOJIOTHI0, CPCACTBA NIEPEAAYN JAaHHBIX, CCTEBBIC IIPOTOKOJIbI 1 CUCTEMbI 0e30IMacHOCTH.

3. IIporoxon MODBUS

Ornucanre OCHOBHBIX XapaKTEPUCTHK W MPHUHIMIIOB pabOThl MPOMBIIUIEHHOTO MPOTOKOJIA
cessu MODBUS, Bxitouast oopmat kazpa, aapecamuio, Koabl (pyHKIUH, METOABI Mepeaavn
JAHHBIX M BO3MOXHOCTH paclIMpeHus. Takke paccMaTpuBarOTCsS THUIOBbIC NMPUMEHEHHS U
yCcTporicTBa, padortaromiue no nporokoary MODBUS.

4. OO0mme NPUHIUIBI OPraHU3ANMHU Pa0OTHI Pa3JIMYHBIX YCTPOHCTB NIPH
HCI0JIb30BaHUM poTokosaa MODBUS

[TpuHIMIIBI B3aUMOJICHCTBUSL YCTPOUCTB, padoratomux Ha npotokoie MODBUS, Bkitouas
mpaBmwiIa 0OMEHA JaHHBIMH, (popMaT aJpecamuu, THUIIBI 3aIPOCOB H OTBETOB, a TAK)KE THITHI
JAHHBIX, TO/IJIEP>KUBAEMbIE TPOTOKOJIOM.

5. Opranusanus pa6otsl B iporokosie MODBUS konTposiepa (slave) n
onepaTropHoi maneau (master)

OcHOBHBIC NPHHIMIBI pabOThl B pexxuMax Slave m master, a taxke mporeaypbl oOMeHa
JaHHBIMU MEXKIy HUMHU C UCIIOJIb30BaHueM npoTokoira MODBUS.

6. BbipaBHuBaHMe aipecoB NepeMEeHHBIX B M0J1e NaMATH MPOTOKOJIA

[Tpunuunsr paGoThl ¢ ajxpecauueld nepemeHHbIx B npotokoie MODBUS. OcHoBHble
TpeOOBaHUs K aJpecallid U BBIPABHUBAHUIO JAHHBIX B TOJI€ MaMSATH MPOTOKOJA, a TaKKe
CIOCOOBI pelIeHrs BO3HUKAIUX podsieM. Tunossle omurOKu rpu padboTe ¢ agpecanueit 1 ux
IIPEJOTBPALLIEHHE.

7. Pa6ora konTposuiepa (master) B ceTu ¢ MoayJisiMmu BBoa/BbiBoja (Slave)
OCHOBHbIE TPHHIUIBI B3aUMOJEHCTBUS KOHTpPOJUIEpa W YCTPOWCTB  BBOJA-BBIBOJA
MOCPEICTBOM ceTeBbIX MpoTOokoJioB. [Iporokonmst MODBUS RTU u MODBUS TCP, ux
0COOCHHOCTH M MIPaBHUJIA UCITOJIb30BAHMS MTPU PabOTe KOHTPOJIIepa Kak B PEKHUME master, Tak
u B pexxume slave. [lopsiiok HacTpOHKM MapaMeTpOB COETMHEHUS U OOMEHA TaHHBIMU MEXIY
KOHTPOJIJIEPOM M YCTPONCTBaMH BBOJIa-BbIBOJIA, AHAIM3UPYIOTCS BO3MOYKHBIE TIPOOIEMBI TIPH
paboTe B CETH M CIIOCOOBI X YCTPaHEHHSL.

8. Pa6ora B cetu no nporokory MODBUS RTU ¢ paziimyHbIMHE ycTpoiicTBaMu

OcHoBubie acnekTbl mporokoida MODBUS RTU, Bkmrowass dopmar kaapa, aapecarfuio,
(GYHKINH, a TAKXKE U3YYeHHUE paOOTHI pa3IMYHBIX YCTPOUCTB (KOHTPOJLIEPOB M MOy Iei BBOa-
BBIBOJIA) B CE€THU, MCIIOIB3YS 3TOT NMpoTokoi. HacTpoiika u koH(Urypanusi yCTpOCTB, aHAIN3
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MIPOTOKOJIa 0OMEHa U METO/Ibl TMarHOCTHKH MPo0JIeM, BOZHUKaIHMX B padote cetn MODBUS

9. Pa6ora B ceTu no nporoxkosry MODBUS TCP

Ocuosl npotokosia MODBUS TCP, Bkitouast hopMaTsl COOOIIEHUH, CTPYKTYPY TPaH3aKIIHiHA,
croco0bl OOMEHa JaHHBIMU MEX/ly YCTPOHCTBAMM, a TAaKXKe HACTPOMKY U KOH(UTYpaLlUIO CETH
MODBUS TCP u ee ycrpoiictB. CoBpeMEHHBIE TEXHOJIOTUN U HHCTPYMEHTHI JUI1 MOHUTOPHHTA
u ynpasienus cerbto MODBUS TCP, takue kak SCADA-cucremsl u I1O s cereBoro
aHaIN3A.

10. Tunosble NPOMBILIEHHbIE IPOBOJIHBbIE U Ka0eJIbHbIE CeTeBbIe MPOTOKOJIbI
Pa3znnunrle cereBEIe IMPOTOKOJIbI, HCIIOJIb3YCMbLIC B IIPOMBINUJICHHBIX CETAX JIA oOmeHa
JaHHBIMHU  MCXKIY YCT’pOfICTBaMI/I ABTOMATHU3allMK U  YIPABJICHUA TCXHOJIOTHMYCCKUMU
nporieccamu (rpotokosbl, PROFIBUS, CAN, Ethernet/IP, DeviceNet, Modbus, Foundation
npeumMmynmecTBa 1 HEJOCTATKH, a TAKKC CHOCOOBI HaCTpOﬁKH n KOH(I)I/Il"ypI/IPOBaHI/ISI ceTell ¢
HCIIOJIb30BAHUEM 3TUX ITPOTOKOJIOB.

11. BecnpoBoaHbIe JIOKAJIbLHbIE CETH IS IPOMBIIILIEHHOI0 IIPHMEHEeHHSs

TexHosoruu OECIPOBOAHON CBS3H, MCIOJIB3YEMBIX B IPOMBIIUICHHOCTH, TakuX Kak Wi-Fi,
Bluetooth, Zigbee, LoRa, NB-10T u ap. OcobeHHOCTH HCITOIb30BaHKsT OECITPOBOIHBIX CETCH B
MPOMBIIUIEHHOM OKPY)KEHUH, TaKHe Kak TpeOOBaHMSA K HAISKHOCTH WU OE30MacCHOCTH,
0COOEHHOCTH pa3BEPTHIBAHUS M KOH()UTI'YPHPOBAHHS, a TakKKe€ METOIbl MOHHMTOPHHIA M
yIIPaBJICHUS OECIIPOBOTHBIMH CETAMH.

12. Cnemmajau3upoBaHHbIE ceTeBble HHTeP(EiChl 1JIsl YMHOI0 10Ma

Pa3nuuHble MPOTOKOIIBI U TEXHOJIOTHH, UCIIOIb3yeMble B CHCTEMax yMHOro aoma (ZigBee, Z-
Wave, Thread, Bluetooth, Wi-Fi u apyrue). OCOOCHHOCTH WX NPUMEHEHHS B CHCTEMaXx
AaBTOMATHU3AIMU YMHOTO JOMa. ACIIEKThI 0€30IIaCHOCTH U 3aIlUTHI JaHHBIX B CHCTEMaX YMHOTO
JI0Ma, BO3MOXXHOCTH HHTETPALUH PA3INYHBIX YCTPOHCTB U CHCTEM B OJIHY CETh.

13.  IIpeodGpa3oBaTesu uHTepeiicoB

[TpeoOpaszoBatenn WHTEPPEHCOB IS pa3nuyHbIX cTaHgaptoB cBss3u (RS-232, RS-485,
Ethernet, USB). BriGop u HacTpoiika mpeoOpazoBaresneil MHTEp(EHCOB B COOTBETCTBUHU C
TpeOOBaHUSMHU KOHKPETHOH 3ajauu.

14. CoBpeMeHHbIE TeHIEHIIUH Pa3BUTHS ceTeBbIX TexHooruii B ACY TII — web-
cepBepbl M 00JIaYHbIE PelIeHus]
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[Toxxomb! K OpraHu3aluy CETEBBIX TEXHOJIOIMH B aBTOMAaTU3UPOBAHHBIX CUCTEMAX YIPABICHUS
TEXHOJIOTMYECKUMH TPOIECCAMH, OCHOBAHHBIX HA UCIIOJIB30BaHUH WED-cepBepoB 1 00J1auHBIX
pemieHnii. OCHOBHBIE TNPHUHLMIBI HOCTPOEHHUS Web-CepBepoB M HX B3aUMOJEHCTBHS C
ycrpoiictBamu ACY TII, BO3MOXHOCTH UCHOJIH30BAHUS OOJIAUHBIX PEIICHUH I yIaleHHOTO
MOHUTOPHHIA U YIIPABJICHUS TEXHOJIOIMYECKUMHU IIPOLECCAMH.

15. KondurypupoBaHue M HACTPOHKA CeTeBBIX YCTPOMCTB /Uil ABTOMAaTH3ALMHU
TeXHOJIOTHYEeCKHX MPOLecCoB

[Ipouecc HaAcCTpoKM U KOH(GUTYPUPOBAHHUS CETEBBIX YCTPOWCTB [UIsl aBTOMAaTU3alUU
TCXHOJIOTHUYCCKUX IMPOLCCCOB B IMPOMBIIIJICHHOCTH: U3YYCHHUC PA3JIMYHBIX IIPOTOKOJIOB CBA3H,
HACTpOIKa YCTPONCTB Ha paboOTy B CETH, a TaKXe ONpeAelieHue HACTPOeK 0e30MacHOCTH U
MOHHUTOPHHTA CETEBOI aKTUBHOCTH.

16. OcobeHHOCTH MPUMEHEHUS] MPOMBINLIEHHBIX CETEBbIX MPOTOKOJIO0B B YCJIOBHUIX
BBICOKMX HAIpPy30K H II0XO0i CBSI3U

[TpoGyieMbl, BO3HHKAIOUIME IMPHU Tepefade AAHHBIX B MPOMBIIUICHHBIX CETSIX B YCIOBHUSX
BBICOKMX HAarpy3okK M IUIOXOH cBsi3u. l3yueHue MeTONOB pelieHus 3TUX MpodieM cC
UCIOJIb30BaHUEM CIICUATN3UPOBAHHBIX MPOMBIIUICHHBIX CETEBBIX IMPOTOKOJIOB. MeTOIbI
ONTUMHU3AINY TPONYCKHON CIIOCOOHOCTH CETeH U YMEHBIIICHUS 3aIep>KeK Nepeaun JaHHbIX.

17. CpaBHUTEIbHBII aHAIN3 NpoMbINLIeHHBIX Ethernet-rexunomoruii: EtherNet/IP,

O630p u aHanu3 ocobeHHocTe Tpex mpombliuieHHBIX Ethernet-mpotokonos: EtherNet/IP,
PROFINET u Modbus TCP. Paznuuus Mexay 3TMMH HPOTOKOJAMH, UX HPEUMYIIECTBA U
HEeJ0CTaTKH, 001aCTH NPUMEHEHHUs B TPOMBINUIEHHBIX ceTsax u ACY TII.

18. TIpuMeHeHHe MPOMBIILIEHHBIX MAapUIPYTH3aTOPOB AJs o0ecreyeHHs
0e301aCHOCTH U HA/IeJKHOCTH PadoThl ceTeBOl HHPPACTPYKTYPHI.

Ponb nmpoMbIIIIEHHBIX MapHIpYTU3aTOPOB B OOecredeHHH Oe30IacHOCTH M HaJeKHOCTH
paboThl ceTeBOMl HMH(PACTPYKTypbl B NPOMBIIUIEHHONH cpeae. OCHOBHblE (YHKLIUHU
MPOMBIIUICHHBIX MapuIpyTH3aTopoB (BupTyanbHas yactHas cetb (VPN), Opanamaysp, NAT-
TPaHCIIALMUA), UX KOH(UTypaluss M HAcTpoiika. MeTonpl 3alIMThl OT BHEIIHHX aTak H
o0ecrnedeHns HaJe)KHOCTH paboThl CeTeBOM MHPACTPYKTYPBHI.

B ToM 4yHcIIe NpaKTHYeCKUX 3aHATHI 1 J1a00paTOPHBIX padoT

HpaKTI/IquKOC 3ansaTre 1. PaboTta ¢ OCHOBHBIMH CETEBBIMHM TCXHOJIOTUSIMU B HpOMLIIJ.UICHHOﬁ
aBTOMaTU3allnun
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[TpakTueckoe 3anatue 2. PazpaboTka cXeMbl HMPOMBILIUIEHHON CETH M BBIOOP CPEICTB €e
peanu3anuu

[Ipaktnueckoe 3ansatue 3. Ilpaktuueckoe nmpumenenue npotokona MODBUS nns oomena
JTAHHBIMU MEX]Ty YCTPOHCTBAMH

[Ipaktuyeckoe 3ansatue 4. Co3manue KOHOGUTypalMu CETH C HMCIOJIb30BAaHHEM IPOTOKOJA

[Tpaktuyeckoe 3anstue 5. Opranusanus paboTel KOHTposUIepa (Slave) u onepaTopHO# MaHeu
(master) mo npotoxosry MODBUS

[IpakTuyeckoe 3ansTue 6. BripaBHUBaHUE apecOB MEPEMEHHBIX B I0JI€ MaMITH MIPOTOKOJIA

[paktuueckoe 3amstue 7. Hactpoiika paboTel koHTposuiepa (master) ¢ mMomymsMu
BBO/1a/BbIBO/Ia (Slave) mo mporokoay MODBUS RTU

[Tpaktuyeckoe 3anstue 8. [IpakTrueckas paboTa ¢ pa3IMYHBIMH YCTPOHNCTBAMH 10 TPOTOKOTY

[TpakTnueckoe 3anarue 9. Pabota ¢ nporokonom MODBUS TCP

[Tpaktuyeckoe 3anarue 10. Pabota ¢ THIIOBBIMU POBOJHBIMH U KaOETHHBIMH ITPOTOKOIAMHU B
IIPOMBIILIJIEHHOCTH

HpaKTI/IquKOG 3ansaTue 11. I/I3y‘{eHI/IC 6eCHp0BO,Z[HBIX JIOKAJIbHBIX CETEH I ITPOMBIIIJICHHOT'O
IIPUMCHCHUA

[Tpaktuyeckoe 3anarue 12. IlpakTuyeckoe NPUMEHEHHUE CHEIMATM3UPOBAHHBIX CETEBBIX
uHTEep(QeicoB 151 yMHOTO JjoMa

[TpakTuyeckoe 3anstue 13. PaGora ¢ mpeoOpasoBarensMu MHTEP(ENHCOB B MPOMBIILUIEHHON
ceTn

[Tpaktuyeckoe 3ansatue 14. O3HaKOMJIEHHE C COBPEMEHHBIMH TEHJCHIMSIMU B Pa3BUTUH
cereBbix TexHonoruit B ACY TII, Bkitouas Web-cepBepbl 1 001a4HbIC pelICHUS

[TpakTrueckoe 3anstue 15. OcoGeHHOCTH MPUMEHEHUS TPOMBIIIJIEHHBIX CETEBBIX MPOTOKOJIOB
B YCJIOBHSIX BBICOKHMX HAarpy30K U IJIOXOH CBSA3U

[MpakTrueckoe 3anstre 16. CpaBHUTENBHBIN aHAIM3 MPOMBINUICHHBIX Ethernet-rexuomoruii:

[Ipaktnyeckoe 3anstue 17. IlpuMeHeHHMe NPOMBIIUIIEHHBIX MAapIIpyTU3aTOPOB IS
obecrieyeHrs: 0€30MaCHOCTH M HAIEKHOCTH PabOThI CETEBOI HHPPACTPYKTYPbI
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[IpakTuyeckoe  3aHATHE 18. [IpakTHyeckoe  HCIONB30BAaHHE  MPOMBIILICHHBIX
MapuIpyTU3aTOPOB

[TpakTueckoe 3anstue 19. Opranuzanus yaaaeHHOTO AOCTYIa K CETEBBIM YCTpPOICTBaM B
MIPOMBIIIIEHHOM CETH

[Tpaktuyeckoe 3anarue 20. Pa3paboTka M TecTUpoOBaHHE COOCTBEHHOTO MPOMBIIUICHHOTO
MPOTOKOJIA /17151 OOMEHA JTaHHBIMU MEXKy YCTPOHCTBAMHU B CETH

[Tpaktuyeckoe 3anstue 21. OpraHu3anus KiacTepa HPOMBIIIICHHBIX KOMITBIOTEPOB IS
BBITIOJTHEHUS BBICOKOIIPOU3BOAUTENBHBIX BelunciieHuil B ACY TII

IIpumMepHasi TeMaTHKA CAMOCTOSITEIbHOM yueOHOH padoThI IPU H3y4YeHUH pa3jaena 2. TexHOI0ruu aBToMaTHU3aluu
TEXHOJOTMYECKHUX IPOLIECCOB

Cucrematuueckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, Y4eOHOM U CIIeUaNIbHON TEXHUYECKON JIUTEepaTypshl (110 BOIPOcaM K
naparpadam, riiaBaM yueOHBIX TOCOOUH, COCTABICHHBIM TIpernoaaBarenem). [loaroroska k mabopaTopHbIM paboTaM ¢
UCIIOJIb30BaHNEM METOIMYECKIX PEKOMEHAAIUI MpernogaBaTeis, ohopMiIeHHE 1a0opaTOPHBIX padOT, OTUETOB U IOJITOTOBKA
K WX 3aIlHTe.

TemaTnka 1oMalIHUX 32/1aHUI, CO00IIEHUI1, pedepaToB:
1. Ananu3 IpOMBIIUIEHHOTO 0OBEKTAa U BBISIBJICHHE TOTPEOHOCTEN B aBTOMATU3AlIMU TEXHOJIOTUYECKUX TPOIIECCOB.

2. Pa3zpaboTka CTpYKTypHOH CXEeMbl AaBTOMATHM3allMM TEXHOJOTMYECKOro Ipolecca Ha OCHOBE BBIOpPAHHBIX
MIPOMBIIIJICHHBIX KOHTPOJUIEPOB H YCTPOMCTB.

3. Br100op 1 HacTpoiika JaTYNKOB U U3MEPHUTEIBHBIX TPUOOPOB JIsI MOHUTOPUHIA TEXHOJOTHUECKUX MTapaMeTPOB.

4. Pazpabotka mporpaMMHOTo obOecrieueHusl Uil aBTOMATH3alMK TEXHOJIOTUYECKOTO IMPOIEcca ¢ HUCIOIb30BAaHUEM
S3BIKOB IporpaMmMupoBanus, Takux kak Ladder, Function Block Diagram (FBD), Structured Text (ST) u T.x1.

S. Pa3zpaGoTka anropuTMOB yNpaBiI€HUS TEXHOJOTMYECKUM MPOLIECCOM C HCIOJIb30BAHUEM JIOTMUECKUX OIEepauuil u
MaTeMaTHYECKUX BbIPAXKEHUH.

6. Hactpolika mpOMBIIIJICHHBIX CETEBBIX YCTPOMCTB /Ui 0OMEHA JaHHBIMU MEXK/Y POMBIIIJICHHBIM KOHTPOJUIEPOM H
YCTPOMCTBAMU Ha NMPOU3BOICTBE.

1. Onenka 3¢ peKTUBHOCTH aBTOMATH3allMU TEXHOJIOTMYECKOI0 IPOIlecca Ha OCHOBE aHAIN3a MOJYyYEHHBIX JaHHbIX.

8. Pa3zpaboTka TEXHMYECKOro 3aJaHUsl Ha aBTOMATU3AIMIO TEXHOJOTMYECKHUX MPOLECCOB Uil  KOHKPETHOTO
MIPOU3BOJICTBEHHOTO O0OBEKTA.

9. Onpenenenue TpeGOBaHUHN K 000PYI0BAaHHUIO M MHCTPYMEHTAPHIO JJIS1 aBTOMATH3AIMH TEXHOJIOTUYECKOT0 Mpoliecca.
10.  IlpoBeneHue WHKECHEPHBIX U3BICKAHUI U pa3pab0TKa TEXHHYECKOTO TPOEKTa Ha aBTOMATU3AITUIO TEXHOIOTHIECKIX
IIPOLIECCOB.

11.  Ouenka crouMOCTH 000PYIOBaHUS U POTPaMMHOI0 00ecieueH s 17151 aBTOMAaTHU3allui TEXHOJIOTHYECKOTro Iporecca.
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12. Ananus pHCKOB U IpPUHATHE Mep MO oOecredeHHI0 0e30MacHOCTH IMpoliecca aBTOMATU3AIMHU TEXHOJIOTHUECKUX
IIPOLIECCOB.

13.  V3yyeHue MpPOMBIIUIEHHBIX CTaHJAPTOB W HOPMATUBHBIX JOKYMEHTOB, PErYJIHUPYIOLUIMX aBTOMAaTHU3AIUIO
TEXHOJIOTMYECKUX IPOLIECCOB.

14.  Pa3paboTka METOIMKH TEXHUYECKOTO 00CTYKUBAHUS U PEMOHTA 000pYyI0BaHUS, UCIIOIB3YEMOT0 IIPU aBTOMAaTU3ALIUN
TEXHOJIOTMYECKOI0 IIpolLecca.

15.  M3yueHue npuMepoB yCIIEIIHON pealii3aliy MPOEKTOB 10 aBTOMATH3AIUU TEXHOJIOTHYECKUX IIPOIIECCOB B PA3IMYHBIX
OTPACISX MTPOMBIIICHHOCTH.

YuyeOHas npakTuKa pas3jaena 2. TeXHOJI0ruu aBTOMaTH3alMHA TEXHOJIOTHYECKUX TPOIIECCOB
Bunawbi pador

1. Hacrpoiika npaB goctymna.

2. OpopmiieHrE TEXHHYECKON IOKYMEHTALMH, IPpaBuiIa 0hOpMIICHHUS IOKYMEHTOB.

3. Hactpoiika amnmapaTHoro u mporpaMMHOT0 00eCIieueHus CETH.

4. HacTpolika ceTeBOii KapThl, UMsI KOMIIbIOTEpa, paboyas rpyIiia, BBeIcHHEe KOMITbioTepa B domain.

5. [IporpaMMHasi TUarHOCTHKA HEUCTIPABHOCTEH. 77
6. AnmaparHasi TMarHOCTUKA HEMCITPABHOCTEH.

7. [louck HeucrpaBHOCTEN TEXHUYECKUX CPEICTB.

8. BeimonHeHue qeicTBHil 0 yCTpaHEHUIO HEUCIIPABHOCTEH.

9. Hcnonb30BaHNe aKTUBHOTO, TACCUBHOT'O 00OPYIOBAHUS CETH.

10. YcrpaHeHue mapa3uTHPYIONICH HArPy3KH B CETH.

11. IToctpoenue puznyecKoi KapThl JOKAIbHOMN CETH.

IIpousBoacTBeHHAsi NPaKTHKA pa3jieia 2. TeXH0J0ruu aBTOMATH3ALMH TEXHOJIOTHYeCKHX NMPoLeccoB

Buasbi pador

1. VYcTraHoBKa Ha cepBepbl U paboune CTaHIIMU: ONePAlMOHHBIE CUCTEMbI M HE0OX0AUMOE 711 paboThI IPOrPpaMMHOE
o0ecrieueHue.

2. OcymiecTBieHne KOHPUTYPUPOBaHUS IPOrPaMMHOT0 00eCIIeYeH sl Ha cepBepax U pabouuX CTaHIMSAX.

3. [Tognepxka B pabOTOCTIOCOOHOM COCTOSIHUU MPOTPaMMHOE 00€eCIieueHre CEPBEPOB U PAOOUMX CTAHITHI. 54
4. Perucrpanus nonabp3oBarene TOKaJIbHON CETH U TOYTOBOTO CEpBEPa, Ha3HAYaeT UACHTU(UKATOPHI U ITAPOIIH.

5. YcTaHoBKa paB AOCTYIa U KOHTPOJIb UCIOJIb30BaHUS CETEBBIX PECYPCOB.

6. ObecnieueHrie CBOEBPEMEHHOTO KOITMPOBAHMSI, ApXUBUPOBAHUS U PE3EPBUPOBAHMS TaHHBIX.

7. [IpunsTHE MEP IO BOCCTAHOBIEHUIO pab0TOCIOCOOHOCTH JIOKAIBHOM CETH MPHU cOOSIX MIIM BBIXO/IE€ U3 CTPOSI CETEBOTO

000pyI0BaHUSI.
8. BrrsiBiieHue omrOOK MOJIb30BaTeIIeH U IPOrPAMMHOTO 00CSCIICUCHHUS M TIPUHATHE MEp IO WX UCTIPABJICHUIO.
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0. [IpoBeneHne MOHUTOPUHTA CETH, pa3padaThIBATh MPEUIOKEHUSI IO PA3BUTHIO HHAPACTPYKTYPHI CETH.

KypcoBoii npoekr (padora)
TemaTnka KypcoBbIX POEKTOB (pador)

1. PazpaboTka crucTeMbl aBTOMaTH3aIIUH IIPOIiecca MPOU3BO/ICTBA HA 0a3e MPOMBIIIJICHHOTO KOHTPOJLIEPA.

2. Co3nanne CHUCTEMBI aBTOMATHUYECKOTO YIPABICHUS TEXHOJIOTMYECKUMM TPOLECCAaMH Ha OCHOBE METOIOB
MCKYCCTBEHHOTO MHTEJUICKTA.

3. Pazpabotka mporpaMMHOro oOecredeHus Ui aBTOMAaTH3alMK Tpolecca COOPKH H3AETIHi Ha MPOMBIIUICHHOM
HPOU3BO/ICTBE.

4. HccnenoBanune u BHeapenue texnosoruu RFID (Radio Frequency ldentification) mist aBromMaTu3amnuu y4dera u
KOHTPOJIS IIPOLIECCOB Ha MTPOM3BO/ICTBE.

5. Co3manne cuCTeMbl MOHUTOPHUHTA TEXHOJIOTHYECKHX MTPOIECCOB C UCTIONB30BaHNEM AaTYMKOB U |0 T-TexHOoI0THiA.

6. Pa3zpaboTka cuCTeMBbl aBTOMATHUYECKOTO YIPABICHHUS YHEPTOMOTPEOIEHHEM Ha MPOU3BOJCTBE UIS TOBBIMICHHS
3P PEKTUBHOCTH U IKOHOMHH 3aTpaT.

7. HccnenoBanne u BHenpeHue TexHosoruu 3D-medaTn B MPOU3BOJACTBEHHBIM MPOLECC C ENbI0 aBTOMATHU3ALUH U
ONITUMU3AIMH MTPOIECCOB. 30
8. Pa3paboTka cucTeMbl aBTOMaTUYECKOTO KOHTPOJISI M YIIPaBJICHHS KAYECTBOM MTPOAYKIIMHU Ha IIPOM3BO/ICTBE.

9. HccnenoBanue u aHaIH3 CYIIECTBYIOIIUX TEXHOJIOT M aBTOMATU3AIINH TEXHOJIOTHYECKHX MTPOIIECCOB C IEITBI0 BRIOOPA
HanOosnee 3¢ (HeKTUBHON U ONTUMAIBHOM.

10.  Co3maHue cUCTEMBI aBTOMATH3AlMU YIPABIICHUS CKJIAJCKUMH MPOIECCAaMH C MCIIOJIb30BaHUEM TeXHooruit 10T u
UCKYCCTBEHHOT'O MHTEIJIEKTA.

11.  Pa3paboTka mporpaMMHOTO 0OeCTIeUeHH s AJIsl aBTOMATH3AIUH TEXHOIOTUIECKUX MPOIIECCOB HA MAJIBIX MPEATIPUSATHSIX.
12. HccnenoBaHue M BHEIPEHHE CHUCTEMbl ABTOMATH3ALMM YIPABICHHUsS HPOM3BOJCTBEHHBIM IIMKJIOM Ha OCHOBE
npunuunoB LEAN-nipousBoacTBa.

13. Co3maHue cuCTeMBl aBTOMAaTH3WPOBAHHOTO YIPABICHHUS M KOHTPOJIS TEXHOJIOTMYECKHX IPOILECCOB B CEIHCKOM
XO35IMCTBE.

14.  Pa3pabGoTka cHCTeMBl aBTOMAaTH3aIlMM IMpollecca TPAHCIOPTUPOBKM TPY30B Ha CKJIaJaX M TMPOMU3BOJCTBE C
UCTIOJIb30BaHUEM POOOTOTEXHUKH.

15.  HccnenoBaHue U aHAIN3 CYIIECTBYIONIUX TEXHOJIOTUI aBTOMATH3AIMH IPOLIECCOB B MATMHOCTPOUTEIILHOM OTPACIIH €
IENTBI0 BEIOOpA ONTHMAIBHOM ISt KOHKPETHOTO TIPOM3BOJICTBA.

Pazgen 3. Be3onacHocTh ceTeBOl HHPPACTPYKTYPHI 120

M/IKHn.03.03. be3onmacHOCTh ceTeBOil MHPPACTPYKTYPbI

‘ Coaep:xkanue
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Tema 3.1. Bezonacuoctn
KOMIIBIOTEPHBIX ceTeil

1. @yHaaMeHTAJIbHbIe IPUHIUIIBI 0€30MACHOM ceTH
CoBpeMeHHbIE YIpo3bl ceTeBOM Oe30macHoCTU. Bupychl, 4epBU U TPOSIHCKHE KOHU. MeTo bl
aTak.

2. Be3onacHocthb cereBbIX yerpoiictB OSI

be3omnacHblii 1ocTyn K ycTporicTBaM. HazHaueHne aiMMHUCTPATUBHBIX posieii. MOHUTOPHUHT U
yIpaBiieHHe ycTpoiictBamu. lcmonb3oBaHue (GyHKIUS aBTOMAaTH3MPOBAHHOM HACTPOUKU
0€30IaCHOCTH.

3. ABTOpH3anus, ayrTeHTHUKALUSA U yueT focTyna (AAA)
CaoiictBa AAA. JlokanpHass AAA ayrentudukaims. Server-based AAA
4, Peann3auus texnosaoruii opanamayspa ACL.

Texnonorust  Opanamayspa. KonrekctHbiii  koHTposb gocryna (CBAC).  Ilomutuku
OpanznMayspa, OCHOBaHHBIC Ha 30HaX.

5. Peanu3anus TeXHOJIOTHii MPeI0TBPAIIEHUs BTOPKEHUSI
IPS texnonoruu. IPS curnarypsl. Peanuzanus IPS. IlpoBepka u monuropusr IPS
6. Be3onacHocTh JI0KAJBLHOI ceTH

ObGecrieuenne  0E30MACHOCTH  IMOJIB30BATEILCKUX  KOMIBbIOTEpoB. CooOpakeHHS  TI0
6e3omacHocT BToporo yposHs (Layer-2). Koudurypaius 0€30MacHOCTH BTOPOTO YPOBHSL.
be3onacHocth 6ecnipoBoHbIX ceTelt, VOIP u SAN

7. Kpunrorpadpunueckne cucremsol

Kpunrorpaduyeckue CEPBHUCHI. bazoBas LIEJIOCTHOCTh " ayTEHTUYHOCTb.
Kondunenmmansnocts. Kpuntorpadust OTKpbITEIX KITHOUEH

8. Peanm3zanusa rexnosaoruii VPN

VPN. GRE VPN. Komnonentsl u ¢pynkunonupoBanue [PSec VPN. Peanusamnus Site-to-site
IPSec VPN c ucnons3oBanueMm CLI. Peamnsamus Site-to-site IPSec VPN ¢ ucnosns3oBanueM
CCP. Peanusamnus Remote-access VPN

9. YnpasieHue 6e30nacHOIl ceTbIO

[Tpuniunsl  Ge3omacHOCTH ceTeBOro u3aiiHa. beszomacHas apxurTekTypa. YmpaBieHHE
nporeccaMu 1 0e30nacHOCTb. TecTupoBaHUe CeTH Ha ys3BUMOCTH. HempepbIBHOCTH OM3Heca,
IUIAHUPOBAaHUE BOCCTAHOBJIEHUS AaBApUMHBIX cHUTyaluil. JKW3HEHHBI LUKI CETH U
iaHupoBaHue. Pa3paboTka perasaMeHToB KOMIAHUH U MOJIUTUK O€30MacCHOCTH.

10. Be3onacHoCcTh 00,1a4YHBIX BHIYHCICHUM
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OcoOenHocTy 6€30MacHOCTH OOJIAYHBIX BBIYMCICHHM, PUCKH U Yrpo3bl. 3aluTa OT aTak B
00J1a4HOM cpeie, UCIIOIb30BAHHE MEXAaHU3MOB KOHTPOJISI IOCTYIIa, MOHUTOPUHTA U ayAHTa, a
TaK)KE METOJIOB KpUTITOTpaHUECKOH 3aIUThI JAHHBIX.

11. MexkcereBasi 0€301aCHOCThH

MeTtoael oOecriedeHHs OC30MaCHOCTH B3aWMOJCUCTBHUS MEXKAY Ppa3IMYHBIMH  CETSMH.
Peanmauml TCXHOHOFI/If/’I MapH_IPYTI/I?;aI_[I/II/I U IIJIK030B, UCIIOJB30BaAHUEC MCKCETCBBIX 3KpaHOB,
TEXHOJIOTHH BUPTYAJIbHBIX JJOKAJIBHBIX CETCH.

12. Be3onacHOCTh BeG-NPHUI0KeHHIT 1 MOOMJIBHBIX YCTPOHCTB

OcobOeHHOCTH YSI3BUMOCTEH BEO-TIPUIIOKEHHI, METO/IBI UX KCIUTyaTalllu, a TAaKXKe CPe/ICTBa
3amuThl.  Pa3zpaboTka  Oe3omacHbIX  BEO-NPUIIOKEHHWM,  HCIOJIb30BaHUE  METO/OB
aBTOMAaTMYECKOIO0 TECTHPOBAHUS U YSI3BUMOCTH. YTIpo3bl 0€30MacCHOCTH MOOMIIBHBIX
YCTpOﬁCTB, MCTOJBI 3allIUTBI OT BPEAOHOCHLBIX IMPOrpaMmM, 3aliuTa JaHHBIX U KOMMyHHKaHHﬁ,
a Tarxke 0€30MacHOe UCTIOJIb30BaHNE MOOMIIBHBIX YCTPOHCTB.

13. 3ammTa OT COUMAIbHOM WHIKEHEPUH
MeTo/1bI COITMalIbHOM WH)KEHEPUH, OTTACHOCTH, CBSI3aHHBIC C MOJIIICITIKON U MAHUITYJIMPOBAHUEM
JaHHBIMH, a TaKXKE€ MCTOJbI 3allIUThI 1 06y‘IeHI/I$I HepCOHaﬂa.

B ToM 4uc/Ie NpaKTHYECKUX 3aHATHI U JIa0OPATOPHBIX PadoT

[TpakTrueckoe 3anstue 1. CounanbHasi HHKEHEPUS

[TpakTudeckoe 3ansTue 2. MccnenoBanne CeTEBBIX aTaK U MHCTPYMEHTOB MPOBEPKH 3aIIUTHI
CeTH

[TpakTrueckoe 3ansatue 3. Hactpoiika 6e30macHOro J0CTyma K MapIipyTu3aTopy

[Mpaktuyeckoe 3austre 4. OGecneyeHne aaMuHUCTpaTHBHOTO HocTyna AAA u cepepa Radius

[IpakTuueckoe 3anarue 5. Hactpoiika moauTuku 0€301acHOCTH OpaHAMay’pOB

[Mpaktuyeckoe 3austue 6. Hactpoiika cucremsr npegaoTepaitienus sropxkeruii (IPS)

[TpakTueckoe 3ansTHe 7. Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTopax

HpaKTI/IquKOC 3aHsATHE 8. HccnenoBanue METOOOB IJ.IPI(I)pOBaHI/IH

[pakTrueckoe 3ansatue 9. Hacrpoiika Site-to-SiteVPN ucnons3ys mHTepdeiic KomMaHIHOU
CTPOKH
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[Ipaktnueckoe 3anstue 10. ba3omas Hactpoiika nurroza 6e3omacHocTh ASA M HaACTpoiika
OpaHIMay3pOB HCIIONB3Ysl HHTEp(EHC KOMaHIHOM CTPOKH

[Ipaktnueckoe 3anstue 11. ba3omas HacTpoiika nurro3za 6e3omacHocTh ASA M HACTpoika
OpanaMay?’poB uctonb3yss ASDM

[MpakTrueckoe 3austue 12. Hactpoiika Site-t0-SiteVPN ¢ oHOM CTOPOHBI HA MapIIPYTU3ATOPE
UCTOJNB3ysl WHTEPPEHc KOMAHIHOW CTPOKHM M C JPYrOd CTOPOHBI HCHOJB3YsS LT3
6e3onacuoctu ASA nocpeactsom ASDM

[TpakTuueckoe 3anarue 13. HacrpoiikaClientless Remote Access SSL VPNs ucnonszys ASDM

[TpakTaeckoe 3anstue 14. Hactpoiika AnyConnect Remote Access SSL VPN wucmons3ys

[Ipaktuueckoe 3ausatue 15. Kommiekchas naboparopHasi pabota mo 6€30nacHOCTH

Tema 3.2. O0ecneyenue
ceTeBoi 0e30ImMacHOCTH

Coaep:xanue

1. Opranu3zanys 3alUIIEeHHBIX KaHAIOB MepeIayl JaHHBIX [ 00beAUHEHUS
TEPPUTOPHUATBHO PACIIPEICIIEHHBIX O(HCOB B OJTHY CETb.

2. Mexanu3mbl mudpoBaHus U ayTeHTU(HUKALIMY AJIs1 00€CTIeYeHH s 3alUILIEHHOTO
YIQJICHHOTO JIOCTYTa K KOPIIOPATUBHBIM HH()OPMAIIMOHHBIM PECYpCaM U CEPBUCAM.

3. Hcnonb3oBanue GpaepBoIOB U MEKCETEBBIX IKPAHOB JIJIs1 KOMITJICKCHOM 3aIUTHI
KOPIIOPAaTHBHOM CETH OT HECAaHKIIHOHUPOBAHHOTO IOCTyNa Yepe3 MHTepHeT.

4. Ananu3 coiepkxuMoro Tpaguka U KOHTPOJIb IPUIIOKEHUH U MTOJIb30BaTeNeH B
cucTeMax 0e30MacHOCTHU CETH.

5. MeTop1 MUHIMH3ALMU PHCKOB BHEIpEeHUs BpegoHocHoro 10 uepes orpanmyenne
OTIaCHBIX KOMMYHHKAIIUN B ITyOJIMYHBIX CETHAX. 18
6. BBenenwne cuctemMpl 0OHAPYKEHUS U TIPEAOTBPAIICHUST CETEBBIX BTOP)KEHHIA.

7. TexHoJIOTHH UCTIONB30BaHUs BUPTYalbHbIX YacTHBIX ceTell (VPN) s obecrieuenus
0€30IacHOro yJaJIeHHOT O I0CTYTa.

8. Hcnonp30BaHne CUCTEMBI YITPABICHHS JOCTYIIOM JIJISl KOHTPOJIS TOCTYTIA K
KOPIOPAaTHUBHOM CETH.

9. Oo6ecnieuenue 6e3omacuoctu Wi-Fi-cerei.

10. Peanuzanus mep no obecrieueHu o 6€30MacHOCTH JIEKTPOHHOM MOYTHI B

KOPITOPATUBHOM CETH.
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11. 3amura ot arak Tumna "GummHr".

12. [IpumMeHeHre aHTUBUPYCHOTO MIPOIPAMMHOT0 00eCIIeueH s JIsl 3aIUThI OT BUPYCOB U
JIPYTUX BPEIOHOCHBIX IIPOTrPAMM.
13. Hcnonb3oBanue cucteM 0OHApYKEHUSI BTOPXKEHUH JI71s1 paHHET0 OOHAPYKEHUS U

MPeIOTBPALIEHUS YTPO3 O€301MacHOCTH.

14. 3amura or DD0S-arak.

15.  Peanu3zamus mep 1o obecredeHnto 6€30MacHOCTH MOOMIIBHBIX YCTPOICTB,
HCII0JIb3YEMBIX B KOPIIOPATUBHOM CETH.

16.  3ammra OT BHYTPEHHHX YTrpo3 O€30IMacHOCTH.

17. Obecnevenne 6€30MacCHOCTH 00JIAYHBIX CEPBHUCOB.

18. Opranu3zanys MOHUTOPUHIA CETEBOW OE30IaCHOCTH U ay/UTa.

19.  BBeaenue cucTeMbI KOHTPOJIS LIETOCTHOCTH (DAIIOB IS 3AIUTHI OT U3MEHEHHUS WU
BHEJIPEHUS BPEJJOHOCHBIX IIPOrpaMM B (DailIOBBIE CHCTEMBI.

20.  IIpumenenue MeTOJ0B MH(PPOBAHKS JAHHBIX JUIS 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO

JocTymna K KoHGuAeHIIHaIbHOW HHPOPMALIUH.

B ToM 4mHcIIe NpaKTHYeCKUX 3aHATHI 1 1a00paTOPHBIX padoT

[Tpaktnueckoe 3ansrue 1. Hactpoitka VPN-TyHHenell 1isi opraHu3aiy 3alMIIEHHbBIX
KaHAaJIOB NepelauM JAHHBIX MEX1y TEPPUTOPHAIIEHO pacpeIeIEeHHBIMU OprCcaMu.

[TpakTuyeckoe 3anarue 2. Pabora ¢ mexaHu3mMamu IM(POBAHUS U ayTEHTU(UKAMH IS
oOecnieyeHrs 0€30MacHOr0 YJIAJIEHHOIO JOCTyNa K KOPIOPATUBHBIM HH(POPMAlOHHBIM
pecypcam U CEpBUCAM.

[TpakTaeckoe 3ansTtue 3. Hactpoiika u ucnonap3oBaHue (paepBOIOB U MEKCETEBBIX IKPAHOB
JUIS KOMIUIEKCHOM 3alIMThl KOPITOPATUBHOM CETH OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA Yepe3
WNHurepHer.

[TpakTuyeckoe 3ansTHEe 4. AHamU3 COAEPKUMOro Tpaguka M KOHTPOJIb NPUIOKEHUH U
NOJb30BaTeIe B CHUCTEMax O€30MacCHOCTH CETH C HUCIOJIb30BAHUEM IPOrPaMMHOIO
oOecrnieueHus A1 MOHUTOPUHTA U OOHAPYKEHUS YTPO3.

HpaKTI/ILIeCKOC 3aHATHE D. Pa3pa60TKa W BHCAPCHUEC MCP IO MUHUMU3AIIUHU PUCKOB BHCAPCHUA
BPCAOHOCHOI'O 110 4YCpe3 OrpaHNvYCHUC OMMACHBIX KOMMYHI/IKaL[I/Iﬁ B Hy6JII/I‘{HLIX CCTHX.

18

27




[Mpaktrueckoe 3amsite 6. Hacrtpoiika wu  pabora ¢ cucremMamMd OOHapyKEHHS W
MPEJOTBPAILCHHUS CETEBBIX BTOPXKEHHI I pAaHHEr0 OOHAPYKEHHS U MPEJOTBPALICHHUS YTPO3
0€30I1aCHOCTH.

[Mpaktuyeckoe 3anstue 7. Hactpoiika u ucmoib30BaHne BUPTYaibHbIX YyacTHBIX cereil (VPN)
it obecriedeHusi 0€30MacHOro yAaJIeHHOTO JOCTYMa K KOPIOPAaTUBHBIM HH(DOPMAIIMOHHBIM
pecypcam U cepBHCaM.

[Tpaktuyeckoe 3anstue 8. Hactpoiika u pabora ¢ cuCTeMaMu YIPaBICHUS JOCTYIIOM IS
KOHTPOJISI AOCTYIa K KOPIOPATUBHOM CETH.

[Tpaktuyeckoe 3anstue 9. ObecneucHue 6e3omacHocTr Wi-Fi-ceteii: HacTpoiika 6€30macHbIX
TOYEK JIOCTYIIA, UCTIOIH30BAHNE CETEBOM ayTeHTHU(HUKAIMH, IHPpoBaHUs TpaduKa U APYrUX
METOJIOB.

[Ipaktuyeckoe 3ansartue 10. Pa3zpaboTka u BHeApeHHE MEp MO 0OECHeUeHHIO 0e30MacHOCTH
JIEKTPOHHON MOYTHl B KOPIIOPAaTUBHOM CETHU: HACTPOMKa AHTUBUPYCHOTO IPOTrPAMMHOIO
oOecrieyeHus1, MPOBEpPKa HA HAJIMYKME BPEAOHOCHBIX BIIOKEHHH, OOY4YEHHE II0JIb30BATEINCH
OCHOBaM 0€30I1aCHOCTH 3JIEKTPOHHOM MOYTHI.

[Tpaktueckoe 3ansaTHe 11. OOydeHue MOIB30BATENsIM OCHOBaM 3allMTHl OT aTak THIA
11701007050

[TpakTueckoe 3ansitue 12. PaGoTa ¢ aHTUBHUPYCHBIM MPOTPAMMHBIM OOECHEYEeHUEM s
3alIUThI OT BUPYCOB U IPYT'MX BPEJOHOCHBIX MPOTpaMM: YCTaHOBKA, HACTPOiika, OOHOBIIEHHE
0a3bl JaHHBIX, CKAHUPOBAHNE U yJAIIEHNE BPEIOHOCHBIX TPOIPaMM.

[TpakTuyeckoe 3anarue 13. Hactpoiika 1 HCHOIb30BaHUE CUCTEM OOHAPYKEHUSI BTOPKEHUI
IUIsl paHHET0 OOHAPYKEHUS U IPEJOTBPALLEHHS yrpo3 0€30MaCHOCTH.

[IpakTtuueckoe 3anstue 14. Hactpoiika U UCIOIB30BaHUE MEKCETEBBIX SKPAHOB U (PaepBOJIOB
Ui 00ecreveHrs KOMIUIEKCHOM 3allluThl KOPIIOPATUBHON CETH OT HECAaHKIIMOHMPOBAHHOTO
noctyna yepe3 UHTepHeT.

[TpakTueckoe 3ansTue 15. BHeapeHue cucrteMbl ymnpaBieHHs JOCTYIOM AJisi KOHTPOJIS
JOCTylla K KOPIOPAaTMBHOW CeTHW: HACTpoWKa TMpaBWi JOCTYyNa, ayTeHTU(HUKaIUsA
10JIb30BATENIEH, YIIPABICHUE IIPUBUIICTUSAMH.

[pakTrueckoe 3ansaTue 16. Mcnonb3oBaHue TEXHOIOTHIA BUPTYaibHbIX YyacTHBIX ceTeid (VPN)
uis obecriedeHusi 0e30MacHOro YIAJIEHHOTO JOCTyIa: HacTpoiika u ympasieHue VPN-
TYHHEJISIMH, 3aIIUTa JaHHBIX, MapIIPyTU3aIus Tpaduka.
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[Mpaktrueckoe 3amstre 17.00ecneucHue OezomacHoctn  Wi-Fi-cereit: HacTpoiika u
yIpaBieHre OECIPOBOTHBIMUA TOYKAMU JIOCTYIIA, 3aIUTa CETEBOTO TpaduKa, ayTeHTHPUKAIIHS
10JIb30BATEIIEH.

[Tpaktuyeckoe 3anarue 18. 3ammra or DDOS-aTak: ucnonp30BaHMUE CIIEIHATM3MPOBAHHBIX
cpeacts 3ammThl 0T DDoS-aTak, HacTpoiika MapupyTu3anuu TpapuKa, MOHUTOPUHT CETEBOM
AKTUBHOCTH.

[Tpaktuyeckoe 3ansThe 19. Peannsauus mep mo obecrnedeHuio 0€30MaCHOCTH MOOMIIBHBIX
YCTPOMCTB, UCIIOJIb3YEMBIX B KOPIOPAaTUBHOW CETU: HACTPOMKA MOJUTHK O€30IaCHOCTH IS
MOOMJIBHBIX YCTPOMCTB, YIPABJICHHE YCTPOMCTBAMHU U MPUIIOKEHUAMH, 3allUTA JAHHBIX Ha
yCTpOICTBAX.

[Tpaktueckoe 3ansatue 20. OOecrneueHne O€30MACHOCTH OOJAYHBIX CEPBHCOB: BBHIOOD
HAQJIOKHBIX ~ TPOBaiiepoB  OOJNAYHBIX  CEPBUCOB, HACTPOMKA TpaBWJI  JOCTyla U
ayTeHTU(UKAINY, H(PPOBAHKUE TaHHBIX, MOHUTOPUHT aKTUBHOCTH B OOJIAYHBIX CEPBUCAX.

IIpuMepHas TeMaTHKA CAMOCTOATEIbHOH Y4eOHOH padoThl NpH U3y4YeHNH pa3aesia 3. be3omacHoCTh ceTeBOr
UHPPACTPYKTYPbI

CucremaTnueckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, y4eOHOM U crielualbHON TEXHUUYECKON JIUTEpaTyphl (110 BOIpOcaM K
naparpadam, riaaBaM yueOHbIX TOCOOUH, COCTAaBICHHBIM IIpernoaaBaTenem). [loaroroska k 1aboparopHeIM paboTam ¢
UCTIOJIb30BAaHUEM METOIMIECKUX PEKOMEHIAIHIA ITperio1aBaTelis, opopmieHne 1abopaTopHBIX paboT, OTYETOB U TIOJATOTOBKA
K HX 3aIlHTE.

TemaTnka J1oMalIHUX 321aHUI, CO00IEeHUI, pedpepaToB:

1. CpaBHEHUE U aHATH3 PA3JIMYHBIX THITOB 3aIIUTHBIX MEXAaHU3MOB JIJIsl CETEBOM HH(PPACTPYKTYPHI.

2. PazpaboTtka raHa Mep 1Mo MHHMMM3ALMU PUCKOB BHEApPEeHUs BpedoHOCHOro I1O B KOpHOpaTHBHYIO CETh uepes
OTpaHUYEHUE ONACHBIX KOMMYHHUKAIIUN B ITyOJMYHBIX CETSX.

3. HccnenoBanue NpUHLMIIOB paOOThl M HACTPOWKa CHCTEMBbl YIPABICHUS JOCTYIIOM Ui KOHTPOJI JOCTyma K
KOpIIOPAaTUBHOM CETH.

4. AHanu3 NpUHIKIIOB pabOThl U HACTPOIKA CUCTEMbI OOHAPYKEHHSI U MPEIOTBPAILEHHUS CETEBBIX BTOPKEHUH.

5. HccnenoBanue MpUHIMIIOB PA0OTHI M HACTPOMKA CHCTEMBI KOHTPOJIS IIENIOCTHOCTH (DaiIIoB JIs 3aLIUTHI OT N3MEHEHHS
WIN BHEJIPEHUSI BPEJOHOCHBIX IPOTrpaMM B (ailJIoOBbIE CUCTEMBI.

6. HccnenoBanue MpuHIMIIOB pabOTHI M HACTPOIKA CHCTEMBI MOHUTOPUHTA CETEBOW 0€30IIaCHOCTH | ay/IHTA.

7. Amnanu3 ocHoBHBIX THIIOB DD0S-arak u pazpaboTka Mep 1o 3aluTe OT HUX.

8. HccnenoBanue NpuHIMIIOB pabOTHI M HACTPOIKA 3aIUTHI OT BHYTPEHHUX YIPO3 0€301MacHOCTH.

9. HccnenoBanre NMpUHIMIIOB padOTHI M HACTpoOiiKa obecnieueHus OezomnacHoctu Wi-Fi-cereid.

10.  HccnenoBaHue NPUHIMIIOB paOOTHI M HACTPOWKA CHCTEMbI OOHAPYXEHUS U TPEJOTBPAILLICHHS aTak THMa "puImHr".
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11.  HccnepoBaHue IPUHLUIIOB pabOThI U HACTPOIKA 3alIUTHl OT BPEAOHOCHBIX MTPOrPaMM Ha MOOMIJIBHBIX YCTPOMCTBAX,
UCIIOJIb3YEMBIX B KOPIIOPATUBHOM CETH.

12. AHanu3 IpUHIUIIOB pabOTHI M HACTPOIMKA CUCTEMBI 0OeCTIeUeHHs 0€30MacHOCTH 00JIAYHBIX CEPBHCOB.

13.  HccnenoBanwe TNPUHIUIIOB pabOTBl W HAaCTPOMKAa CHCTEM IIU(QPOBAaHUS  JAaHHBIX JUIi  3aIlIUTHl  OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA K KOH(UACHIIMAILHOW HHPOPMALIUH.

14.  Pa3paboTka u mpoBeJCHHE CIICHAPUEB TECTUPOBAHUS 0€30MAaCHOCTH CETeBON HHPPACTPYKTYPHI.

15.  Awnanus cimy4aeB HapyIIeHHUs O€30IMaCHOCTH CETeBON HH(PPACTPYKTYPHI M pa3padoTKa Mep 10 UX MPEAOTBPAILCHHIO.
16.  CocraBieHue oTdera 0 Mepax Mo 0OecrneueHUI0 0e30MacCHOCTH CEeTeBOW MH(PACTPYKTYphl M PEKOMEHIALNU TI0
YAYUIICHHIO.

17.  CpaBHeHHE U aHAIH3 IPEUMYIIECTB M HEAOCTATKOB PA3IMYHBIX METOOB 3AIIUTHI OT BHEIIHUX YTPO3 OE30MaCHOCTH.

YueOHas npakTHKa pa3aea 2 bezonacHOCTh ceTeBOW HHPPACTPYKTYPbI

Bunawbi pador

1. Ananus cogepxumoro Tpaduka u KOHTPOJIb NPHIIOKEHUH U [10JIb30BATENEH B cucTeMax 0€30I1aCHOCTH CETH.

2. OpraHu3zanys 3alAIISHHBIX KAaHAJIOB MepeIavyl JaHHBIX TSl 00bEAMHECHUS TEPPUTOPHAIILHO PACTIPEICIICHHBIX 0(HCOB B
OJIHY CETh

3. O6ecnieuenue 6e3omacuoctu Wi-Fi-cereii.

4. Peanuzanus Mep 1o 00ecrieueHHI0 0€30IMacHOCTH AJIEKTPOHHOM MOYTHI B KOPIIOPATUBHOM CETH.

5. 3amura oT arak Tuna "dumuHr".

6. Obecnieuenure ceTeBOM OE30IMaCHOCTH

77

IIpousBoacTBeHHas1 NpaKkTHKa pa3jaeia Ne 3 bezonacHocTh ceTeBoii HH(PpPacTPYKTYpBHI

Buabi pator

1. OGecnieueHue ceTeBoii 6€30MAaCHOCTH (3AIIUTY OT HECAaHKIIMOHUPOBAHHOTO JJOCTYIA K HH(OpMAIUU, TIPOCMOTPA WIN
M3MEHEHUs CUCTEMHBIX (DaiiyIOB U JaHHBIX ), 0€30M1aCHOCTh MEXKCETEBOI'O B3aUMO/IEHCTBUS.

2. Ocy1ecTBII€HUE aHTUBUPYCHOM 3aIIUTHI JIOKAJIbHOW BBIYMCIUTEIBLHON CETH, CEpBEPOB U pab0UMX CTaHLUH.

3. JIokyMeHTHpOBaHUE BCEX MPOU3BEICHHBIX JIeHCTBUIL.

54

Kypcogoii npoekr (padora)

TemaTnka KypcoBbIX POEKTOB (pador)

1. AHanu3 ys3BUMOCTeH ceTeBoi MH(PaCTPyKTYphl IPEANpUITHS U pa3paboTKa 1iaHa odbecredeHust 0e30MacHOCTH.

2. Pa3paboTka 1 BHEeApEHHE CUCTEMBI OOHAPYKEHUS U IPEJOTBPALICHUS CETEBbIX BTOPKEHUI.

3. HccnenoBanue u aHajan3 METO10B MUHMMM3AIMH PUCKOB BHEApeHUs BpengoHocHoro [10 uepes orpanrueHne onacHbIX
KOMMYHHKAIMH B TyOJIMYHBIX CETSIX.

4. [TpoexTrpoBanue u peann3anus 3amuTsl oT DD0S-aTak B KOPIIOpaTHBHOM CETH.

5. Anamu3s 3()(heKTHBHOCTH UCTIONB30BaHUS MEXKCETEBBIX IKPAHOB /TSI KOMIUIEKCHOW 3aIUTHl KOPITOPATHBHOMN CETH OT
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HECaAaHKIIMOHHUPOBAHHOI'O JOCTYIIA Y€PE3 I/IHTCpHeT.

6. PazpaboTtka cucTeMbl YIpaBIeHHS JOCTYIIOM JUI KOHTPOJISI JOCTYIA K KOPIIOPATUBHOW CETH.

7. HccnenoBanue u pa3paboTka Mep MO 00ecnedyeHUr0 0e30MacCHOCTH MOOWJIBHBIX YCTPOMCTB, HCIIOJIB3YEMbIX B
KOPIIOPAaTUBHOM CETH.

8. IIpoexTrpoBaHKEe U BHEIPEHNUE CUCTEMb MOHUTOPUHTIA CETEBON 0€30IIaCHOCTHU U ayMTa.

9. Amnanus u pa3paboTka METO/J0B UCTIOIB30BaHUS BUPTYaIbHbIX YacTHBIX ceTerd (VPN) mist obecnieuenus 6e30macHoro
yJIQJI€HHOr0 JJOCTYIaA.

10. Pazpa0otka u BHeApeHHe Mep 110 00ecrieueHNIo 6€30MacHOCTH 00JIauHbIX CEPBUCOB.

11. HccnenoBanue 1 aHaJIM3 METOJIOB 3aLIUThI OT BHYTPEHHUX yrpo3 0€30M1acCHOCTH.

12. Pa3zpa®oTka u BHEIpEHUE CHUCTEMbI KOHTPOJSA LEIOCTHOCTH (DAyIOB JUIsl 3allMThl OT U3MEHEHHUs WM BHEJPEHUS
BPEIOHOCHBIX TPOTPaMM B (aiiJIOBBIE CHCTEMBI.

13. [MpoektupoBanue u peanusaiys cucremsl 3amuTsl Wi-Fi-ceteit.

14. AHanm3 coiep)KuMoro Tpaguka u KOHTPOJIb MPHIIOKESHUN U TIOJIH30BATENEH B CHCTEMax 0€301TaCHOCTH CETH.

15. Pa3paboTtka u BHeIpeHHEe MEXaHU3MOB IIM(PPOBAHUSA U ayTeHTU (UKL 17151 00ecrieueH s 3alUILEHHOT O
YIAJIEHHOTO JIOCTYIA K KOPIOPATUBHBIM HH(POPMALIMOHHBIM PECYPCaM U CEPBUCAM.

16. HccnenoBanue u pa3paboTKa Mep 110 3alUTe OT aTak Tuma "(uImHr".

17. PazpaboTtka 1 BHeZpeHEe MEXaHHU3MOB 3aIIUTHI OT BUPYCOB U IPYTUX BPEAOHOCHBIX MTPOTPAMM.

18. Ananu3 3(@eKTUBHOCTH MCIOJIb30BaHUA CHCTEMbl OOHApY)KEHUS BTOPXKEHUH JUIsl paHHEro OOHapyKeHHs U
MPEIOTBPALICHHS YTPO3 O€30MMaCHOCTH.

Bcero: 574
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3. YCJIOBUSA PEAJIMBAIIUA TPOPECCUOHAJIBHOI'O MOAYJIA

3.1. Jlnsa peaqu3anuM NporpaMmbl NpodeccuoHaJIBLHOr0 MOAYJS A0JKHBI ObITh
NpeAyCMOTPEeHbI ciledyIole cleuaabHble OMeIeHH:

YueOuslii kiacc 11

JlexunoHHas.

cToJi nejgarora — 1 mr.

cTyJ nexarora 1 mr.

napra yueHuueckas — 26 .

CTyJI Y4CHHUUECKUH — 26 IIT.

mkad 11 XpaHeHus y9eOHbIX TocoOui — 1 1mT.

JI0CKa MarHUTHO-MapkepHas — 1 wmr.

[Ipoektop — 1 miT.

Hoyroyk (ASUS Vivobook Go (E1504FA-BQ658) (FHD/IPS) Ryzen 3
7320U/8192/SSD 256/UMA/DOS/GREEN) — 1 mir.

Y4eOnblit ki1acc 6

Jlaboparopus «MaTemMaTHuecKux AUCHMILTUHY», «lIpoekTupoBanue 0a3 JaHHBIX»,
«Hanpapnsrormux — cuctem»,  «MHPOpMAIIMOHHBIX  TEXHOJOTUI», «CTaHaapTu3anus,
cepTuduKamsi U TEXHUYECKOE HOKyMEHTOBelneHue», «HkeHepHO KOMMBbIOTEPHOI
rpadukmn», «OCHOB TEIEKOMMYHHKalUi», «MOHTaXa U HAacCTPOHMKH OOBEKTOB CETEBOM
UH(PACTPYKTYPHI», Hactpoiiku cereBoit  uH(pacTpykTypbl», «PeMoHTa U
00CITy>)KUBaHHSI YCTPOUCTB HH(POKOMMYHHKAIIHOHHBIX CUCTEM)

cToJi negarora — 1 mir.

cryn neparora 1 mr.

napTa ydeHu4eckas — 8 IiT.

CTYyJI YACHHYECKUH — 8 TIT.

mKkad 11 XpaHeHHs y4eOHbIX mocoouii — 1 mT.

JI0OCKa MarHUTHO-MapkepHas — 1 1mT.

Hoytoyku (ASUS Vivobook Go (E1504FA-BQ658) (FHD/IPS) Ryzen 3
73200/8192/SSD 256/UMA/DOS/GREEN) 9 .

MYJIBTUMEAUMHBIN POEKTOp — | 1IT.

MYJbTUMEAUUHBIN 3KpaH— 1 mmIT.

na3epHas ykazka— | mr.

JleMOHCTpallMOHHBIE  y4yeOHO-HarJsgHble  MOCOOMs,  ONEpPAllMOHHBIE  CHCTEMBI,
MHTETPUPOBAaHHBIE CPEbl Pa3pabOTKU, TEKCTOBBIE PElaKTOPHI, IpaduuecKue peJakTophl,
CPEICTBa MOJIETUPOBAHUS U APYTUE MPUIIOKEHHUS, dIEKTPUUECKUE KaOeau CBA3H Pa3HBIX
MapoK,

BOJIOKOHHO-ONTUYECKUE KaOeNn CBSA3H Pa3HbIX MapoK,

KOMILIEKThI HHCTpYMeHTOB, Cepep, 11Ikad TerexkoMMyHHUKALMOHHBIH,

KommyTtaTop.

Mapuipyrusarop

Hcrounnk 6ecriepe00itHOTO MUTaHUS

Be6-kamepa

KoMmiekTsl HHCTPYMEHTOB JAJIs1 BBIMOJIHEHUS 3JIEKTPOMOHTAKHBIX M COOPOUHBIX padoT
JlokanbHas BBIYHUCIMTENbHAS CEThb C BO3MOXKHOCTH MOAKIIOYEHHS K MH(POPMALMOHHO-
TEJIeKOMMYHUKALIMOHHOU ceTH MHTepHeT uepe3 cucteMy (pUiabTpaluu KOHTEHTa
TumoBoii coctaB [uIs MOHTaXa M HaJaJKU KOMIBIOTEPHOW ceTH (kKalenu pas3IndHOro
TUMA, 00’)KMMHOM MHCTPYMEHT, KOHHEKTOphl RJ-45, Tecteprl mayig kabens, Kpocc-HOXKH,
KpOcC-TIaHeINn).

[TporpammHoe obecnieuenue: onepannonHas cucreMa Windows, naker Microsoft

Office, AutuBupyc Kacnepckoro, Dr.Web, Komnac 32



3.2. HudpopmauunoHHoe oOecriedeHHe Peau3alui NPorpaMmmbl

Jlnst peanuzanu porpaMmbl  OnOIMoTeuHbI (OHI 00pa3oBaTENbHON OpraHU3aAIuN
JIOJDKEH MMETh Ie€YaTHbIE W/WIM 3JIEKTPOHHBIE 00pa3oBaTeibHble M MH(OPMALMOHHBIE PECYPCHI,
JUTSL UCTIONTb30BaHUs B 00pa3oBaresibHOM Tiporiecce. [Ipu hopmupoBanuu 6ubdaroTedHoro GpoHaa
0o0pa3oBaTeNbHON OpraHu3anyy BhIOMpacTCS HE MEHEE OJHOTO HM3JaHUS W3 TEePEUHCICHHBIX
HIDKE TEYaTHBIX M3JaHWA W (WJIM) DJCKTPOHHBIX W3JJaHUW B KayecTBE OCHOBHOIO, TIPU ITOM
CIIMCOK MOXKET 6BITL JOIIOJTHEH HOBBIMU U3JaHUAMU.

3.2.1. OcHoBHbIE NeYaTHbIE U3TAHUSA

1. Hazapos, A. B. Dkcrutyatamusi 00bEKTOB CeTeBOM MHPPACTPYKTYpPhI: y4eOHUK /
A.B. Hazapos, A.H. Enransrues, B.Il. MensuukoB. — MockBa: KYPC: UHOPA-M, 2023. —
360 c. — (Cpennee npodeccuonanbHoe oOpazoBanue). - ISBN 978-5-906923-06-6. - Tekcr:
anexTponHbii. - URL:

2. [[Manprun, B.®. MudbopmarmonHas 0€301MaCHOCTh KOMITBIOTEPHBIX CHCTEM U
cereii: yueoHoe nocodue/ B.®. [llansrun. — M.: Ul « ©OPYM» - UHOPA-M, 2023. — 416 c.

3.2.2.  OcHOBHBIE YJIEKTPOHHbIE U3TAHUSI

1. HazapoB, A. B. Dxcruyaramuss OOBEKTOB CET€BOH  HH(PPACTPYKTYpPHI
[Dnexkrponnslii pecypc]: yueonuk / A. B. Hazapos, A. H. Enransrues, B. 1. MenbHukoB. — M.
KYPC; UH®PA-M, 2020. — 360 ¢. —Pexwum noctymna:

2. [Hanprun, B. ®. MudopmanmonHas 0€30MacHOCTh KOMIIBIOTEPHBIX CHCTEM U
cereli [DneKTpoHHBIH pecypc]: yuebHoe mocooue / B. ®. [llansrun. — M.: ®OPYM: NUHOPA-
M, 2021. — 416 c. Pexxum noctyna: https://znanium.com/catalog/product/1189327

4. KOHTPOJIb n OIEHKA PE3YJIbTATOB OCBOEHUA
MMPO®ECCHUOHAJIBHOI'O MOAYJA
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Konx n nammenoBanme I11K 1 OK,
dbopMHUpyEMBIX B paMKax
MOJTyJIS

Kpurepnu oneHkun

MeTtonb! orileHKHn

[IK 3.1 OcymiecTBisaTh
MPOEKTHPOBAHUE CETEBOI

HHDPACTPYKTYPBI

I1K 3.2. OG¢cnyXKuBaTh CETEBbIE
KOH(HUTypaIuy mporpaMMHO-
anmapaTHbIX CPEACTB

1K 3.3. Ocy1miecTBIATh 3a1UTy
UH(OPMAINN B CETH C
HCTIOJIH30BAHUEM IIPOTPAMMHO-
anrmapaTHbIX CPEACTB

[1K 3.4. OcyuiecTBasiTh

YCTpaHEHUE HETUITUYHBIX
HEHCIIPaBHOCTEH B paboTte
ceTeBON UHPPACTPYKTYPbI

I1K 3.5. MoaepHu3upoBaTh
CeTeBBIE YCTPOICTBa
MH(POPMAIIOHHO-
KOMMYHHKAIIHIOHHBIX CUCTEM

Onpenenenue
npodeCCHOHATTBHON
3aJ]auu ¥ JTAIoB €¢
BBITTOJTHCHUS

D¢ heKTUBHBIH TOUCK
uHbOpMaINU IS
penieHus
npodeCCHOHATTEHON
3a71a4n

OrpezenieHne pecypcoB
VTSl PEeUICHUS
podeCCHOHATTLHON
3a7a4n

O1eHKa «OTJIMYHOY -
TEXHUYECKOE 3a1aHNE
MIPOAHATN3UPOBAHO,
QITOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJ[aHUI0 U
0(OpMIICH B COOTBETCTBHH
CO CTaHJapTaMH,
HOSICHEHBI €r'0 OCHOBHBIC
CTPYKTYPBI.

OrneHka «xopoIo -
aJITOPUTM pa3paboTaH,

0o opMJIIEH B COOTBETCTBUHU
CO CTaHJapTaMu U
COOTBETCTBYET 33/IaHUIO,
MIOSICHEHBI €r0 OCHOBHBIE
CTPYKTYpBHI.

Onenka
«yIIOBJICTBOPUTEIBHO» -
QITOPUTM pa3paboTaH H
COOTBETCTBYET 3a/IaHHIO.

Dk3ameH/3a4eT B popme
cobecemoBanus:
MPAKTUIECKOE 3a/IaHKe
10 TIOCTPOCHHIO
IropuTMa B
COOTBETCTBHUH C
TEXHUUYECKUM 3a/IaHAEM
DKCHepTHOE
HaOJI0IeHNE U OLIEHKA
Ha J1abopaTopHO -
MPAKTUYECKHX 3aHITHSX,
IIPY BBITIOJIHEHUH Pa0bOT
1o y4eOHOM U
MPOM3BOICTBEHHOM
paKTUKaM

3amuTa OT4ETOB MO
MPAKTHYCCKUM U
nabopaTopHBIM paboTam
Wurepnperanus
pEe3yJIbTaToB
HaOJI0IeHUH 3a
JeATEILHOCTBIO
oOyyaromierocs B
IPOIIECCE OCBOCHHUS
o0pa3oBaTenbHOM
IPOTPaMMBbI

OK 01. Beibupats criocoOsbr
peleHus 3a1a4
npodeccroHaIbHOM
NesITeIbHOCTH IPUMEHUTEIHHO K
pa3IMYHBIMI KOHTEKCTaM

ITon6op BapuaHTOB
pelIeHus: KOHKPETHOM
npoeccruoHaIbHOM
3a7a4¥ MITH TPOOIIEMBI

O1LeHKa MOJIHOTHI
MepevHs MOA00paHHbBIX
BapHaHTOB

OK 02. Hcnonp30BaTh
COBpEMEHHBIE CPE/ICTBA IOUCKA,
aHaJIM3a U UHTEPIIPETALUN
uHpopmanuu, 1 UHPOPMaIIMOHHBIE
TEXHOJIOTHH JUISI BHIITOJIHEHUS

JleMoHcTpanysi HaBbIKOB
HCIOJIb30BAHUS
MH(POPMAIIMOHHBIX
MOPTaJOB B CETH
Wurepuer, BKIovas

O1neHKa NOJIHOTEI
NepevHs Mo100paHHbIX
BapHaHTOB

3a1a4 o(uITHATbHBIE
npoQeccHoHaIbHOM UH(POPMAIIMOHHO-
JeATeNbHOCTH IIPaBOBBIE TOPTAJIBI
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OK 03. [InmanupoBats u
peann30BBIBaTh COOCTBEHHOE
poeCCHOHATILHOE U
JMYHOCTHOE Pa3BHUTHE,
MPEANPUHAMATEIBCKYIO
JeSITeIbHOCTD B
npodeccuoHaIbHOMU cdepe,
WCTOJIb30BATh 3HAHMS 10 TPABOBOM
1 (pUHAHCOBOM

IPaMOTHOCTH B PA3TMYHBIX
KU3HCHHBIX CUTYaIUsIX

JleMOHCTpalus H”HTEpeca K
BBIOpaHHOM
CTEUATBHOCTH, K
HWHHOBAIIMOHHBIM
TEXHOJIOTUSM B 00J1aCTH
npoheCCHOHATLHOU

NS TEILHOCTH

VYyactue B MEpONpUATHSIX
(omumnManbl, KOHKYPChI
npodecCHOHAIBLHOTO
MacTepCTBa, CTAXKUPOBKU
U JIp.), IPOBOJAMMBIX KaK
o0pa3zoBaTeTLHBIM
3aBeJIeHUEM, TaK U
BEAYILIUMHU
MPEINPUATHSIMHI OTPACITH

OK 04. O¢ddexrnBaO
B3aMMO/ICHICTBOBATH U PabOTaTh B
KOJIJICKTHBE U KOMaH/Ie

JeMOoHCTpUpOBaTh HABBIKU
MEXIIMYHOCTHOT'O

0o0111eHNSs ¢ COOJIFOIEHUEM
OOLIENPUHSATHIX [TPaBUII CO
CBEPCTHHUKAMH B
00pa3oBaTeNbHOM IpymIe, ¢
MpernoaBaTesIsiMU BO

BpeMs 00yUeHus, ¢
PYKOBOJUTENSIMU
IIPOU3BOJICTBEHHON ITPAKTUKH

DKcnepTHOE HAOI0ICHHE
[MOBEJIEHYECKIUX HABLIKOB B
xo0J/1e 00ydeHus

OK 05. OcyuiecTBisATh yCTHYIO U
[IMCbMEHHYI0 KOMMYHUKAIIUIO Ha
rOCYJJapCTBEHHOM SI3BIKE
Poccuiickoit denepanmu ¢

JleMoHcTpanysi HaBBIKOB
IPAMOTHOM YCTHOU U
IIMCBMEHHOW peun

DKCHepTHOE
Ha0JII0/ICHIE HAaBBIKOB
YCTHOTO U MUCbMEHHOTO
OOIIEHHS B XOJIE

y4eTOM 0COOEHHOCTEH o0y4eHus
COIIMAIIHOTO U KYJIBTYPHOTO

KOHTEKCTa

OK 06. ITposiBIsATE TpakJaHCKO- dopMHpOBaHUE YyBCTBA VYyactue B
NaTPUOTUYECKYIO TO3ULHIO, NaTpHOTU3MA, MEpONPUATHAX
JIEMOHCTPHPOBATH OCO3HAHHOE TPaXIaHCTBEHHOCTH, MaTPHOTHYECKOM

MOBEJICHHE HA OCHOBE
TpaI[I/IHI/IOHHI)IX pOCCHfICKHX
JlyXOBHO-HPABCTBEHHBIX
IIEHHOCTE, B TOM YHCIIE C
Y4E€TOM TapMOHU3ALUU
MCKHAITMOHAJIBbHBIX U
MEKPEIIUTUO3HBIX OTHOLLICHH,
HpI/IMeHSITI) CTaHI[apTBI
AHTUKOPPYILIMOHHOTO
MOBEICHUS

YBaXXEHUS K MaMITH
3amMUTHUKOB OTeyecTBa U
nojasuram I'epoes
OteuecTBa, 3aKOHY U
MIPABOIIOPAJIKY, YETIOBEKY
TpyJla U CTapiieMy
IMOKOJICHUIO;

B3aMMHOT'O YBa)KCHUS,
OEepeKHOTO OTHOIIIECHHUS K
KYJIbTYpPHOMY HACTIEIUIO U
TPATULASIM
MHOTOHAITIOHATEHOTO
Hapopa Poccuiickoit
denepanuy;

HalpaBJIEHHOCTH, B
MIPOBEIEHUU BOCHHO-
CIIOPTUBHBIX HUID;
ydacTue B Iporpammax
AHTUKOPPYNLMOHHOU
HanpaBJIeHHOCTU
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HETEPIUMOCTH K
KOPPYILMOHHBIM
IIPOSIBJICHUSIM

OK 07. CoxmericTBOBaTHL
COXPAHEHUIO OKPYKAIOIIEH

Cpelbl, pecypcocOepekeHHIO,
MIPUMEHSITh 3HAHHUS 00 U3MEHEHUN
KJINMATa, MPUHIIAITBI OEPEIKITUBOTO
MIPOU3BO/ICTBA, 3()(HEKTUBHO
JIENCTBOBATE B

YpE3BBIYANHBIX CUTYaLUAX

dopmupoBaHue
OEepeKHOTO OTHOIIEHHUS K
MPUPOJIE U OKPYKArOIIEH
cpene

DKCHepTHOE HAOIIOICHNE
JIEMOHCTpAIIMH HABBIKOB
COOJTFOJICHHSI TTPABHIT
JKOJIOTHYECKOMN
0€301MaCHOCTH B BEICHUH
npoheCCHOHATLHOU
JeSTEIbHOCTH;
(hopMUpOBaHKE HABBIKOB
3¢ PEeKTUBHBIX NEHCTBUI B
Ype3BbIUANHBIX CUTYALUAX

OK 08. Mcnonb30BaTh CpeacTBa
(bu3HUeCcKOil KyIbTYpbI IS
COXpaHEHHS U YKPCIUICHHS
3JI0POBBS B IIpOLIECCE
npoeccruoHaIbHON
AEATEILHOCTH M MOJICPKAHUS
HEOO0XOUMOTO YPOBHS
(r3HYeCKON TOATOTOBICHHOCTH

®opmupoBaHUe
OepeKHOTO OTHOIICHHUS K
3/10pOBBIO

YyacTue B CHOPTUBHBIX
MEpOIPUATHSIX,
IPOBOJIUMBIX
00pa3oBaTesIbHbIM
YUPEXKJIEHUEM; BE/ICHUE
3]10pOBOro 00pa3a JKU3HU
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